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QUESTION 1

A FortiGate AntiVirus profile can be configured to scan for viruses on SMTP, FTP, POP3, and SMB protocols using
which inspection mode? 

A. Proxy 

B. DNS 

C. Flow-based 

D. Man-in-the-middle 

Correct Answer: C 

 

 

QUESTION 2

Caching improves performance by reducing FortiGate unit requests to the FortiGuard server. 

Which of the following statements are correct regarding the caching of FortiGuard responses? (Select all that apply.) 

A. Caching is available for web filtering, antispam, and IPS requests. 

B. The cache uses a small portion of the FortiGate system memory. 

C. When the cache is full, the least recently used IP address or URL is deleted from the cache. 

D. An administrator can configure the number of seconds to store information in the cache be- fore the FortiGate unit
contacts the FortiGuard server again. 

E. The size of the cache will increase to accomodate any number of cached queries. 

Correct Answer: BCD 

 

 

QUESTION 3

The FortiGate Web Config provides a link to update the firmware in the System > Status win- dow. Clicking this link will
perform which of the following actions? 

A. It will connect to the Fortinet support site where the appropriate firmware version can be se- lected. 

B. It will send a request to the FortiGuard Distribution Network so that the appropriate firmware version can be pushed
down to the FortiGate unit. 

C. It will present a prompt to allow browsing to the location of the firmware file. 

D. It will automatically connect to the Fortinet support site to download the most recent firmware version for the
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FortiGate unit. 

Correct Answer: C 

 

 

QUESTION 4

A FortiGate unit can act as which of the following? (Select all that apply.) 

A. Antispam filter 

B. Firewall 

C. VPN gateway 

D. Mail relay 

E. Mail server 

Correct Answer: ABC 

 

QUESTION 5

Which of the following is an advantage of using SNMP v3 instead of SNMP v1/v2 when querying the FortiGate unit? 

A. Packet encryption 

B. MIB-based report uploads 

C. SNMP access limits through access lists 

D. Running SNMP service on a non-standard port is possible 

Correct Answer: A 
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