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QUESTION 1

The command structure of the FortiGate CLI consists of commands, objects, branches, tables, and parameters. Which
of the following items describes user?

A. A command.
B. An object.

C. Atable.

D. A parameter.

Correct Answer: B

QUESTION 2

A FortiGate AntiVirus profile can be configured to scan for viruses on SMTP, FTP, POP3, and SMB protocols using
which inspection mode?

A. Proxy

B. DNS

C. Flow-based

D. Man-in-the-middle

Correct Answer: C

QUESTION 3

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy. Exhibit A:
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What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus engine?

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
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that the original attachment was infected.
B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message.

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed.

D. The FortiGate unit will reject the infected email and notify the sender.

Correct Answer: B

QUESTION 4

The ordering of firewall policies is very important. Policies can be re-ordered within the FortiGate unit\\'s GUI and also
using the CLI. The command used in the CLI to perform this function is

A. set order
B. edit policy
C. reorder
D. move

Correct Answer: D

QUESTION 5

Alert emails enable the FortiGate unit to send email notifications to an email address upon detec- tion of a pre-defined
event type.

Which of the following are some of the available event types in Web Config? (Select all that apply.)
A. Intrusion detected.

B. Successful firewall authentication.

C. Oversized file detected.

D. DHCP address assigned.

E. FortiGuard Web Filtering rating error detected.

Correct Answer: A
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