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QUESTION 1

Examine the firewall configuration shown below; then answer the question following it.
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Which of the following statements are correct based on the firewall configuration illustrated in the exhibit? (Select all that
apply.)

A. A user can access the Internet using only the protocols that are supported by user authentication.

B. A user can access the Internet using any protocol except HTTP, HTTPS, Telnet, and FTP. These require
authentication before the user will be allowed access.

C. A user must authenticate using the HTTP, HTTPS, SSH, FTP, or Telnet protocol before they can access any
services.

D. A user cannot access the Internet using any protocols unless the user has passed firewall authentication.

Correct Answer: AD

QUESTION 2

Which of the following items does NOT support the Logging feature?
A. File Filter

B. Application control

C. Session timeouts

D. Administrator activities

E. Web URL filtering

Correct Answer: C

QUESTION 3
A FortiGate 60 unit is configured for your small office. The DMZ interface is connected to a net- work containing a web

server and email server. The Internal interface is connected to a network containing 10 user workstations and the WAN1
interface is connected to your ISP.
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You want to configure firewall policies so that your users can send and receive email messages to the email server on
the DMZ network. You also want the email server to be able to retrieve email messages from an email server hosted by
your ISP using the POP3 protocol.

Which policies must be created for this communication? (Select all that apply.)

A. Internal > DMZ

B. DMZ > Internal

C. Internal > WAN1

D. WANL1 > Internal

E. DMZ > WAN1

F. WAN1 > DMZ

Correct Answer: AE

QUESTION 4

The ordering of firewall policies is very important. Policies can be re-ordered within the FortiGate unit\\'s GUI and also
using the CLI. The command used in the CLI to perform this function is

A. set order
B. edit policy
C. reorder
D. move

Correct Answer: D

QUESTION 5

Which of the statements below are true regarding firewall policy disclaimers? (Select all that apply.)
A. User must accept the disclaimer to proceed with the authentication process.

B. The disclaimer page is customizable.

C. The disclaimer cannot be used in combination with user authentication.

D. The disclaimer can only be applied to wireless interfaces.

Correct Answer: AB
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