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QUESTION 1

Which of the following statements are true regarding Local User Authentication? (Select all that apply.) 

A. Local user authentication is based on usernames and passwords stored locally on the FortiGate unit. 

B. Two-factor authentication can be enabled on a per user basis. 

C. Administrators can create an account for the user locally and specify the remote server to verify the password. 

D. Local users are for administration accounts only and cannot be used for identity policies. 

Correct Answer: ABC 

 

 

QUESTION 2

The FortiGate unit can be configured to allow authentication to a RADIUS server. The RADIUS server can use several
different authentication protocols during the authentication process. Which of the following are valid authentication
protocols that can be used when a user authentic- ates to the RADIUS server? (Select all that apply.) 

A. MS-CHAP-V2 (Microsoft Challenge-Handshake Authentication Protocol v2) 

B. PAP (Password Authentication Protocol) 

C. CHAP (Challenge-Handshake Authentication Protocol) 

D. MS-CHAP (Microsoft Challenge-Handshake Authentication Protocol v1) 

E. FAP (FortiGate Authentication Protocol) 

Correct Answer: ABCD  

 

QUESTION 3

Which of the following logging options are supported on a FortiGate unit? (Select all that apply.) 

A. LDAP 

B. Syslog 

C. FortiAnalyzer 

D. Local disk and/or memory 

Correct Answer: BCD 

 

QUESTION 4
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Users may require access to a web site that is blocked by a policy. Administrators can give users the ability to override
the block. 

Which of the following statements regarding overrides are cor- rect? (Select all that apply.) 

A. A protection profile may have only one user group defined as an override group. 

B. A firewall user group can be used to provide override privileges for FortiGuard Web Filtering. 

C. Authentication to allow the override is based on a user\\'s membership in a user group. 

D. Overrides can be allowed by the administrator for a specific period of time. 

Correct Answer: BCD 

 

 

QUESTION 5

DLP archiving gives the ability to store session transaction data on a FortiAnalyzer unit for which of the following types
of network traffic? (Select all that apply.) 

A. SNMP 

B. IPSec 

C. SMTP 

D. POP3 

E. HTTP 

Correct Answer: CDE 
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