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QUESTION 1

In addition to AntiVirus services, the FortiGuard Subscription Services provide IPS, Web Filter- ing, and ___________
services. 

Correct Answer: antispam  

 

QUESTION 2

When creating administrative users which of the following configuration objects determines access rights on the
FortiGate unit. 

A. profile 

B. allowaccess interface settings 

C. operation mode 

D. local-in policy 

Correct Answer: A 

 

 

QUESTION 3

Which of the following statements are correct regarding URL filtering on the FortiGate unit? (Select all that apply.) 

A. The allowed actions for URL Filtering include Allow, Block and Exempt. 

B. The allowed actions for URL Filtering are Allow and Block. 

C. The FortiGate unit can filter URLs based on patterns using text and regular expressions. 

D. Any URL accessible by a web browser can be blocked using URL Filtering. 

E. Multiple URL Filter lists can be added to a single protection profile. 

Correct Answer: AC 

 

 

QUESTION 4

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy. Exhibit A: 
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Exhibit B: 

What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus engine? 

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
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that the original attachment was infected. 

B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message. 

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed. 

D. The FortiGate unit will reject the infected email and notify the sender. 

Correct Answer: B 

 

 

QUESTION 5

The Idle Timeout setting on a FortiGate unit applies to which of the following? 

A. Web browsing 

B. FTP connections 

C. User authentication 

D. Administrator access 

E. Web filtering overrides. 

Correct Answer: D 
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