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QUESTION 1

Which of the following is an example of a social engineering attack? 

A. Phishing 

B. Man-in-the-middle attack 

C. Browser Sniffing 

D. E-mail bombing 

Correct Answer: A 

 

QUESTION 2

Which of the following wireless networks transmits data probably at 115 Kbps? 

A. WWAN 

B. WLAN 

C. WMAN 

D. WPAN 

Correct Answer: A 

 

QUESTION 3

Adam works as a Computer Hacking Forensic Investigator for a garment company in the United States. A project has
been assigned to him to investigate a case of a disloyal employee who is suspected of stealing design of the garments,
which belongs to the company and selling those garments of the same design under different brand name. Adam
investigated that the company does not have any policy related to the copy of design of the garments. He also
investigated that the trademark under which the employee is selling the garments is almost identical to the original
trademark of the company. On the grounds of which of the following laws can the employee be prosecuted? 

A. Copyright law 

B. Cyber law 

C. Espionage law 

D. Trademark law 

Correct Answer: D 

 

QUESTION 4
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Linux traffic monitoring tools are used to monitor and quickly detect faults in the network or a system. Which of the
following tools are used to monitor traffic of the Linux operating system? Each correct answer represents a complete
solution. Choose all that apply. 

A. PsExec 

B. IPTraf 

C. MRTG 

D. PsLogList 

E. Ntop 

Correct Answer: BCE 

 

QUESTION 5

Maria works as the Chief Security Officer for PassGuide Inc. She wants to send secret messages to the CEO of the
company. To secure these messages, she uses a technique of hiding a secret message within an ordinary message.
The technique provides \\'security through obscurity\\'. What technique is Maria using? 

A. Encryption 

B. Steganography 

C. RSA algorithm 

D. Public-key cryptography 

Correct Answer: B 
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