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QUESTION 1

Which of the following statements are true about routers?

Each correct answer represents a complete solution. Choose all that apply.

A. Routers are responsible for making decisions about which of several paths network (or Internet) traffic will follow.

B. Routers organize addresses into classes, which are used to determine how to move packets from one network to
another.

C. Routers do not limit physical broadcast traffic.
D. Routers act as protocol translators and bind dissimilar networks.

Correct Answer: ABD

QUESTION 2

In which of the following techniques does an attacker take network traffic coming towards a host at one port and forward
it from that host to another host?

A. Snooping

B. UDP port scanning
C. Port redirection

D. Firewalking

Correct Answer: C

QUESTION 3
John works as a professional Ethical Hacker. He has been assigned a project to test the security of www.we-are-
secure.com. He performs Web vulnerability scanning on the We-are-secure server. The output of the scanning test is as

follows:

C.\whisker.pl -h target_IP_address-- whisker / v1.4.0 / rain forest puppy / www.wiretrip.net -- = - = - = - = - == Host:
target_IP_address= Server: Apache/1.3.12 (Win32) ApacheJServ/1.1mod_ssl/2.6.4 OpenSSL/0.9.5a mod_perl/1.22

+ 200 OK: HEAD /cgi-bin/printenv

John recognizes /cgi-bin/printenv vulnerability (\W'Printenv\\' vulnerability) in the We_are_secure server. Which of the
following statements about \\'Printenv\\' vulnerability are true? Each correct answer represents a complete solution.
Choose all that apply.

A. This vulnerability helps in a cross site scripting attack.

B. \W'Printenv\\' vulnerability maintains a log file of user activities on the Website, which may be useful for the attacker.
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C. With the help of \Wprintenv\\' vulnerability, an attacker can input specially crafted links and/or other malicious scripts.
D. The countermeasure to \\'printenv\\' vulnerability is to remove the CGI script.

Correct Answer: ACD

QUESTION 4

You work as a security manager in Mariotiss Inc. Your enterprise has been facing network and software security threats
since a few months. You want to renew your current security policies and management to enhance the safety of your
information systems. Which of the following is the best practice to initiate the renewal process from the lowest level with
the least managerial effort?

A. Change the entire security policy.

B. Switch to a new network infrastructure.

C. Start the Incident handling process.

D. Perform an IT audit.

Correct Answer: D

QUESTION 5

An Anti-Virus software is used to prevent, detect, and remove malware from a system, including computer viruses,
worms, and Trojan horses. Which of the following companies are the providers of Anti-virus softwares?

Each correct answer represents a complete solution. Choose all that apply.
A. Symantec Corporation

B. F-Secure Corporation

C. AVG Technologies

D. Kaspersky Lab

E. McAfee Inc.

Correct Answer: ABCDE
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