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QUESTION 1

Fill in the blank with the appropriate word is software that is a subcategory of malware and refers to unwanted software
that performs malicious actions on a user\\'s computer. Some its examples are Trojan, adware, and spyware. 

Correct Answer: Crimeware  

 

QUESTION 2

Which of the following proxy servers is also referred to as transparent proxies or forced proxies? 

A. Reverse proxy server 

B. Tunneling proxy server 

C. Intercepting proxy server 

D. Anonymous proxy server 

Correct Answer: C 

 

QUESTION 3

Which of the following algorithms is used by the Advanced Encryption Standard (AES)? 

A. Rijndael 

B. 3 DES 

C. Twofish 

D. Blowfish 

Correct Answer: A 

 

QUESTION 4

Which of the following is an example of a low-interaction production honeypot that is developed and sold by the Swiss
company Netsec? 

A. Specter 

B. KFSensor 

C. Honeyd 

D. ManTrap 

Correct Answer: A 
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QUESTION 5

John works as an Office Assistant in DataSoft Inc. He has received an e-mail from duesoft_lotterygroup@us.com with
the following message: The DueSoft Lottery Incorporation This is to inform you that you have just won a prize of
$7,500.00 for this year\\'s Annual Lottery promotion, which was organized by Msn/Yahoo Lottery in conjunction with
DueSoft. We collect active online e-mails and select five people every 

year as our winners through an electronic balloting machine. Please reply within three days of receiving this e-mail with
your full details like Name, Address, Sex, Occupation, Age, State, Telephone number, and Country to claim your prize.
If John replies to this e-mail, which of the following attacks may he become vulnerable to? 

A. Salami attack 

B. Man-in-the-Middle attack 

C. Phishing attack 

D. DoS attack 

Correct Answer: C 
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