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QUESTION 1

Which of the following programs is used in Linux to modify boot settings?
A. Apache

B. Conky

C. Nagios

D. LILO

Correct Answer: D

QUESTION 2

Burp Suite is a Java application for attacking web applications. This tool includes a proxy server, a spider, an intruder,
and a repeater. Which of the following can be used to perform stress testing?

A. Repeater

B. Spider

C. Intruder

D. Proxy Server

Correct Answer: A

QUESTION 3

Which of the following is an example of a low-interaction production honeypot that is developed and sold by the Swiss
company Netsec?

A. Specter
B. KFSensor
C. Honeyd
D. ManTrap

Correct Answer: A

QUESTION 4
You work as a computer operator for BlueWells Inc. The company has a Windows-based network.

You find out that someone has manipulated your email account, as some of your mails have been deleted. You suspect
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that your password has been hacked by someone. You inform about this to Mark, who is a Security Administrator. After
diagnosing your system, Mark finds a log file that contains lots of text including username and password. Mark tells you
that someone has installed software on your system that is recording all the keyboard strokes in a predefined log file.
Which of the following software is Mark discussing about?

A. Spyware
B. Keylogger
C. Anti-Virus
D. Adware

Correct Answer: B

QUESTION 5

You work as a Network Security Analyzer. You got a suspicious email while working on a forensic project. Now, you
want to know the IP address of the sender so that you can analyze various information such as the actual location,
domain information, operating system being used, contact information, etc. of the email sender with the help of various
tools and resources. You also want to check whether this email is fake or real. You know that analysis of email headers
is a good starting point in such cases. The email header of the suspicious email is given below: What is the IP address

of the sender of this email?

H-Apparenty-To:
Return-Path:
¥-YahooFilteredBullk:
H-YMailISG:
H-Originating-IP:
Authentication-Results:
Received:

Received:
X-¥irtualServer:
®-Virtual ServerGroup:
®-mMailingID:
X-SmMHeaderMap:
X-Mailer:
H-Destination-1D:
=-SMFBL:
DomainkKey-Signabure:
Content-Transfer-Encoding:
Content-Type:
Reply-To:
MIME-¥Yersion:
Message-ID:

Subject:

Date:

To:

From:
Content-Length:

A. 209.191.91.180

B. 216.168.54.25

C.172.16.10.90

D.141.1.1.1
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ftzrme_adee@yahoo.com via 209,191,91.180; Mon, 10 Aug 2009 07:5%:47 -0700
<bounce@wetpaintrmail corn>

216.1682.54.25

IIOjiRIWLDshqPed3g5WasYuZNbqegriiwd FubekfvpPESbE4 2euHUhU2OU9 Gtalk 9tnI3dhriCmF. crnku36g%08ggD
[216.1628.54,25]

mta251, rmailire3. yahoo,com from=wetpaintrmail.corm: dormainkeys=pass (ok)

frorm 216.168.54. 25 [(EHLC mail.wetpaintrnail.corm) (216.168.54.25) by mta251. mail.re3. yahoo.com with SM.
from wetpaintmail com ([172.,16.10.90]1 by mail.wetpaintrmail. com (StrongMail Enterprise 4.1.1,1(4.1,1-445:
Digest, mail. wetpaintrmail.corn, 172,16,10,93

Digest

11811670791 64600::1249057716::9100::11133::1133

rmid="K-MailingID>"

StrongMail Enterprize 4.1,1.104.1.1-44827)

itzrme_zadee@yahoo. com

ankRebwWYHTWRIZUBS Y WhebySibz0=

a=tza-shal; c=nofws; s=custormer; d=wetpaintrmail.corm; q=dns; b="YvELNRzb+8)aik BfrIkfe O2WPRpkIMsI1F
7hit

rmultiparty alternative; boundary="----=_NextPart_ 0OF_1F0B_2109CDA4, STTFSA4D"
<no-reply@wetpaintrall. com>

1.0

<1181167079.1133@wetpaintrmail.com=

The Ethical Hacking weekly Digest

Mon, 10 Aug 2009 07:37:02 -0700

tzrme_adee@yvahoo,.com

C'_fl The Ethical Hacking <info@wetpaintrmail. cam> E_:J

25382
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Correct Answer: B
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