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QUESTION 1

Which of the following proxy servers is also referred to as transparent proxies or forced proxies?
A. Intercepting proxy server

B. Anonymous proxy server

C. Reverse proxy server

D. Tunneling proxy server

Correct Answer: A

QUESTION 2

Which of the following technologies is used to detect unauthorized attempts to access and manipulate computer
systems locally or through the Internet or an intranet?

A. Demilitarized zone (DMZ)

B. Intrusion detection system (IDS)
C. Firewall

D. Packet filtering

Correct Answer: B

QUESTION 3
Fill in the blank with the appropriate name of the attack. takes best advantage of an existing authenticated connection

Correct Answer: session hijacking

QUESTION 4

Mark has been assigned a project to configure a wireless network for a company. The network should contain a
Windows 2003 server and 30 Windows XP client computers. Mark has a single dedicated Internet connection that has
to be shared among all the client computers and the server. The configuration needs to be done in a manner that the
server should act as a proxy server for the client computers. Which of the following programs can Mark use to fulfill this
requirement?

A. Microsoft Internet Security and Acceleration Server (ISA)

B. Wingate
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C. SOCKS
D. Sniffer

Correct Answer: B

QUESTION 5

Mark works as a Network Security Administrator for Umbrella Inc. The company has a Windows domain-based network.
To provide security to the network, Mark plans to configure IDS. He wants to ensure that attackers are not able to
modify or delete the system files. To determine such attacks, the IDS must be able to monitor the file structure of the
system. Which of the following intrusion detection technologies can be used to accomplish the task?

A. Network IDS

B. Log File Monitor (LFM)

C. Host-based IDS

D. Systems Integrity Verifier (SI1V)

Correct Answer: D
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