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QUESTION 1

In which of the following techniques does an attacker take network traffic coming towards a host at one port and forward
it from that host to another host?

A. Snooping

B. UDP port scanning
C. Port redirection

D. Firewalking

Correct Answer: C

QUESTION 2

Andrew, a bachelor student of Faulkner University, creates a gmail account. He uses \\'Faulkner\\' as the password for
the gmail account. After a few days, he starts receiving a lot of e-mails stating that his gmail account has been hacked.
He also finds that some of his important mails have been deleted by someone. Which of the following methods has the
attacker used to crack Andrew\\'s password?

Each correct answer represents a complete solution. Choose all that apply.

A. Zero-day attack

B. Social engineering

C. Rainbow attack

D. Buffer-overflow attack

E. Brute force attack

F. Dictionary-based attack

G. Denial-of-service (DoS) attack

H. Password guessing

Correct Answer. BCEFGH

QUESTION 3

Rick, the Network Administrator of the Fimbry Hardware Inc., wants to design the initial test model for Internet Access.
He wants to fulfill the following goals:

-No external traffic should be allowed into the network.
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-Administrators should be able to restrict the websites which can be accessed by the internal users.
Which of the following technologies should he use to accomplish the above goals?

(Click the Exhibit button on the toolbar to see the case study.)

A. Firewall

B. Network Address Translator (NAT)

C. Proxy Server

D. Internet Connection Sharing (ICS)

E. Routing and Remote Access Service (RRAS)

Correct Answer: C

QUESTION 4

Which of the following Trojans is used by attackers to modify the Web browser settings?
A. WMA/TrojanDownloader.GetCodec

B. Win32/Pacex.Gen

C. Win32/FlyStudio

D. Trojan.Lodear

Correct Answer: C

QUESTION 5

Which of the following user authentications are supported by the SSH-1 protocol but not by the SSH-2 protocol?
Each correct answer represents a complete solution. Choose all that apply.

A. TIS authentication

B. Password-based authentication

C. Kerberos authentication

D. Rhosts (rsh-style) authentication

Correct Answer: ACD
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