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QUESTION 1

Harold is a security analyst who has just run the rdisk /s command to grab the backup SAM file on a computer. Where
should Harold navigate on the computer to find the file?

A. %systemroot%\LSA

B. %systemroot%\system32\drivers\etc
C. %systemroot%\repair

D. %systemroot%\system32\LSA

Correct Answer: C

QUESTION 2

Which forensic investigating concept trails the whole incident from how the attack began to how the victim was
affected?

A. Point-to-point

B. End-to-end

C. Thorough

D. Complete event analysis

Correct Answer: B

QUESTION 3

What type of flash memory card comes in either Type | or Type Il and consumes only five percent of the power required
by small hard drives?

A. SD memory
B. CF memory
C. MMC memory
D. SM memory

Correct Answer: B

QUESTION 4

What will the following command accomplish? dd if=/dev/xxx of=mbr.backup bs=512 count=1
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A. Back up the master boot record

B. Restore the master boot record

C. Mount the master boot record on the first partition of the hard drive
D. Restore the first 512 bytes of the first partition of the hard drive

Correct Answer: A

QUESTION 5

A forensics investigator is searching the hard drive of a computer for files that were recently moved to the Recycle Bin.
He searches for files in CARECYCLED using a command line tool but does not find anything. What is the reason for
this?

A. He should search in C:\Windows\System32\RECYCLED folder

B. The Recycle Bin does not exist on the hard drive

C. The files are hidden and he must use switch to view themThe files are hidden and he must use ? switch to view
them

D. Only FAT system contains RECYCLED folder and not NTFS

Correct Answer: C
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