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QUESTION 1

Which federal computer crime law specifically refers to fraud and related activity in connection with access devices like
routers? 

A. 18 U.S.C. 1029 

B. 18 U.S.C. 1362 

C. 18 U.S.C. 2511 

D. 18 U.S.C. 2703 

Correct Answer: A 

 

QUESTION 2

During first responder procedure you should follow all laws while collecting the evidence, and contact a computer
forensic examiner as soon as possible 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 3

Dumpster Diving refers to: 

A. Searching for sensitive information in the user\\'s trash bins and printer trash bins, and searching the user\\'s desk for
sticky notes 

B. Looking at either the user\\'s keyboard or screen while he/she is logging in 

C. Convincing people to reveal the confidential information 

D. Creating a set of dictionary words and names, and trying all the possible combinations to crack the password 

Correct Answer: A 

 

QUESTION 4

Which of the following passwords are sent over the wire (and wireless) network, or stored on some media as it is typed
without any alteration? 

A. Clear text passwords 

B. Obfuscated passwords 
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C. Hashed passwords 

D. Hex passwords 

Correct Answer: A 

 

QUESTION 5

Task list command displays a list of applications and services with their Process ID (PID) for all tasks running on either a
local or a remote computer. 

Which of the following task list commands provides information about the listed processes, including the image name,
PID, name, and number of the session for the process? 

A. tasklist/s 

B. tasklist/u 

C. tasklist/p 

D. tasklist/v 

Correct Answer: D 
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