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QUESTION 1

Which of the following steganography types hides the secret message in a specifically designed pattern on the
document that is unclear to the average reader?

A. Open code steganography

B. Visual semagrams steganography
C. Text semagrams steganography
D. Technical steganography

Correct Answer: A

QUESTION 2

You have compromised a lower-level administrator account on an Active Directory network of a small
company in Dallas, Texas. You discover Domain Controllers through enumeration. You connect to one of
the Domain Controllers on port 389 using Idp.exe.

What are you trying to accomplish here?

A. Enumerate domain user accounts and built-in groups

B. Enumerate MX and A records from DNS

C. Establish a remote connection to the Domain Controller

D. Poison the DNS records with false records

Correct Answer: A

QUESTION 3

In the following email header, where did the email first originate from?
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Tcrosoft Mail Internet Headers version 2.0
Receivad: from smtpl.somedomain. com ([199.1%0,.129.133]) by somedomain. com
ith Microsoft sSMTPSVC(E. 0.3700.1830);
Fri, 1 Jun 2007 09:43:08 —-0500
Received: from davidl.state.us.gov.us (davidl.state.ok.gov [172.16,28.115])
by smtpl.somedomain, com (8,13.1/8.12.11) with ESMTP id 151ETCEhO3Z2241
for <someone@somedomain. com=; Fri, 1 Jun 2007 09:41:13 -0500
received: from simonl.state.ok.gov.us ([172.18.0,199]) b
davidl.state,ok.gov.us with microsoft SMTPSVE{E.Q+3?9ﬂ.1§3G):
Fri, 1 Jun 2007 09:41:13 =-0500
-Ninja-PIM: Scanned by Ninja
~Winja-attachmentFiltering: (no action)
-MimeoLE: Produced By Wicrosoft Exchange v&.5.7235.2
ontent-class: urnicontent-classes:message
rerturn-peceipt-To: "Johnson, J1lmmy" <jimmy@somewherelese.com>
IME-varsion: 1.0

A. Somedomain.com

B. Smtpl.somedomain.com
C. Simonl.state.ok.gov.us
D. Davidl.state.ok.gov.us

Correct Answer: C

QUESTION 4

A mobile operating system manages communication between the mobile device and other compatible devices like
computers, televisions, or printers.
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Which mobile operating system architecture is represented here?
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A. webOS System Architecture

B. Symbian OS Architecture

C. Android OS Architecture

D. Windows Phone 7 Architecture

Correct Answer: C

QUESTION 5

When you are running a vulnerability scan on a network and the IDS cuts off your connection, what type of IDS is being
used?

A. Passive IDS

B. Active IDS

C. NIPS

D. Progressive IDS

Correct Answer: B
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