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QUESTION 1

Jonathan is a network administrator who is currently testing the internal security of his network. He is attempting to
hijack a session, using Ettercap, of a user connected to his Web server. Why will Jonathan not succeed? 

A. Only FTP traffic can be hijacked 

B. Only an HTTPS session can be hijacked 

C. HTTP protocol does not maintain session 

D. Only DNS traffic can be hijacked 

Correct Answer: C 

 

QUESTION 2

An Expert witness gives an opinion if: 

A. The Opinion, inferences or conclusions depend on special knowledge, skill or training not within the ordinary
experience of lay jurors 

B. To define the issues of the case for determination by the finder of fact 

C. To stimulate discussion between the consulting expert and the expert witness 

D. To deter the witness form expanding the scope of his or her investigation beyond the requirements of the case 

Correct Answer: A 

 

QUESTION 3

What is the first step that needs to be carried out to investigate wireless attacks? 

A. Obtain a search warrant 

B. Identify wireless devices at crime scene 

C. Document the scene and maintain a chain of custody 

D. Detect the wireless connections 

Correct Answer: A 

 

QUESTION 4

You are the security analyst working for a private company out of France. Your current assignment is to obtain credit
card information from a Swiss bank owned by that company. After initial reconnaissance, you discover that the bank
security defenses are very strong and would take too long to penetrate. You decide to get the information by monitoring
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the traffic between the bank and one of its subsidiaries in London. After monitoring some of the traffic, you see a lot of
FTP packets traveling back and forth. You want to sniff the traffic and extract usernames and passwords. What tool
could you use to get this information? 

A. Snort 

B. Airsnort 

C. Ettercap 

D. RaidSniff 

Correct Answer: C 

 

QUESTION 5

Davidson Trucking is a small transportation company that has three local offices in Detroit Michigan. Ten female
employees that work for the company have gone to an attorney reporting that male employees repeatedly harassed
them and that management did nothing to stop the problem. Davidson has employee policies that outline all company
guidelines, including awareness on harassment and how it will not be tolerated. When the case is brought to court,
whom should the prosecuting attorney call upon for not upholding company policy? 

A. IT personnel 

B. Employees themselves 

C. Supervisors 

D. Administrative assistant in charge of writing policies 

Correct Answer: C 

EC1-349 PDF Dumps EC1-349 Practice Test EC1-349 Braindumps

Powered by TCPDF (www.tcpdf.org)

EC1-349 PDF Dumps | EC1-349 Practice Test | EC1-349 Braindumps                                3 / 3

https://www.passapply.com/ec1-349.html
https://www.passapply.com/ec1-349.html
https://www.passapply.com/ec1-349.html
http://www.tcpdf.org
https://www.passapply.com/ec1-349.html
https://www.passapply.com/ec1-349.html
https://www.passapply.com/ec1-349.html

