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QUESTION 1

During the course of a corporate investigation, you find that an employee is committing a federal crime. Can the
employer file a criminal complain with the police? 

A. Yes, and all evidence can be turned over to the police 

B. Yes, but only if you turn the evidence over to a district judge 

C. No, because the investigation was conducted without following standard police procedures 

D. No, because the investigation was conducted without a warrant 

Correct Answer: A 

 

QUESTION 2

WPA2 provides enterprise and Wi-Fi users with stronger data protection and network access control which of the
following encryption algorithm is used DVWPA2? 

A. RC4-CCMP 

B. RC4-TKIP 

C. AES-CCMP 

D. AES-TKIP 

Correct Answer: C 

 

QUESTION 3

When NTFS Is formatted, the format program assigns the __________ sectors to the boot sectors and to the bootstrap
code 

A. First 12 

B. First 16 

C. First 22 

D. First 24 

Correct Answer: B 

 

QUESTION 4

According to US federal rules, to present a testimony in a court of law, an expert witness needs to furnish certain
information to prove his eligibility. Jason, a qualified computer forensic expert who has started practicing two years
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back, was denied an expert testimony in a computer crime case by the US Court of Appeals for the Fourth Circuit in
Richmond, Virginia. Considering the US federal rules, what could be the most appropriate reason for the court to reject
Jason\\'s eligibility as an expert witness? 

A. Jason was unable to furnish documents showing four years of previous experience in the field 

B. Being a computer forensic expert, Jason is not eligible to present testimony in a computer crime case 

C. Jason was unable to furnish documents to prove that he is a computer forensic expert 

D. Jason was not aware of legal issues involved with computer crimes 

Correct Answer: A 

 

QUESTION 5

Which Intrusion Detection System (IDS) usually produces the most false alarms due to the unpredictable behaviors of
users and networks? 

A. network-based IDS systems (NIDS) 

B. host-based IDS systems (HIDS) 

C. anomaly detection 

D. signature recognition 

Correct Answer: BC 
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