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QUESTION 1

Jason is the security administrator of ACMA metal Corporation. One day he notices the company\\'s Oracle database
server has been compromised and the customer information along with financial data has been stolen. The financial
loss will be in millions of dollars if the database gets into the hands of the competitors. Jason wants to report this crime
to the law enforcement agencies immediately. Which organization coordinates computer crimes investigations
throughout the United States?

A. Internet Fraud Complaint Center

B. Local or national office of the U.S. Secret Service

C. National Infrastructure Protection Center

D. CERT Coordination Center

Correct Answer: B

QUESTION 2

Tracks numbering on a hard disk begins at 0 from the outer edge and moves towards the center, typically reaching a
value of

A. 1023
B. 1020
C. 1024
D. 2023

Correct Answer: A

QUESTION 3

Which program is the oot loader?when Windows XP starts up?Which program is the ?oot loader?when Windows XP
starts up?

A. KERNEL.EXE
B. NTLDR

C. LOADER

D. LILO

Correct Answer: B

QUESTION 4
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In a forensic examination of hard drives for digital evidence, what type of user is most likely to have the most file slack to
analyze?

A. one who has NTFS 4 or 5 partitions

B. one who uses dynamic swap file capability

C. one who uses hard disk writes on IRQ 13 and 21

D. one who has lots of allocation units per block or cluster

Correct Answer: D

QUESTION 5

Network forensics allows Investigators 10 inspect network traffic and logs to identify and locate the attack system
Network forensics can reveal: (Select three answers)

A. Source of security incidents\\' and network attacks

B. Path of the attack

C. Intrusion technigues used by attackers

D. Hardware configuration of the attacker\\'s system

Correct Answer. ABC
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