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QUESTION 1

Law enforcement officers are conducting a legal search for which a valid warrant was obtained. 

While conducting the search, officers observe an item of evidence for an unrelated crime that was not 

included in the warrant. The item was clearly visible to the officers and immediately identified as evidence. 

What is the term used to describe how this evidence is admissible? 

A. Plain view doctrine 

B. Corpus delicti 

C. Locard Exchange Principle 

D. Ex Parte Order 

Correct Answer: A 

 

QUESTION 2

To check for POP3 traffic using Ethereal, what port should an investigator search by? 

A. 143 

B. 25 

C. 110 

D. 125 

Correct Answer: C 

 

QUESTION 3

E-mail logs contain which of the following information to help you in your investigation? (Choose four.) 

A. user account that was used to send the account 

B. attachments sent with the e-mail message 

C. unique message identifier 

D. contents of the e-mail message 

E. date and time the message was sent 

Correct Answer: ACDE 
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QUESTION 4

Which legal document allows law enforcement to search an office, place of business, or other locale for evidence
relating to an alleged crime? 

A. bench warrant 

B. wire tap 

C. subpoena 

D. search warrant 

Correct Answer: D 

 

QUESTION 5

What will the following Linux command accomplish? dd if=/dev/mem of=/home/sam/mem.bin bs=1024 

A. Copy the master boot record to a file 

B. Copy the contents of the system folder to a file 

C. Copy the running memory to a file 

D. Copy the memory dump file to an image file 

Correct Answer: C 
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