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QUESTION 1

George is the network administrator of a large Internet company on the west coast. Per corporate policy,
none of the employees in the company are allowed to use FTP or SFTP programs without obtaining
approval from the IT department. Few managers are using SFTP program on their computers. Before
talking to his boss, George wants to have some proof of their activity. George wants to use Ethereal to
monitor network traffic, but only SFTP traffic to and from his network.

What filter should George use in Ethereal?

A. src port 23 and dst port 23

B. udp port 22 and host 172.16.28.1/24

C. net port 22

D. src port 22 and dst port 22

Correct Answer: D

QUESTION 2

You are the network administrator for a small bank in Dallas, Texas. To ensure network security, you enact a security
policy that requires all users to have 14 character passwords. After giving your users 2 weeks notice, you change the
Group Policy to force 14 character passwords. A week later you dump the SAM database from the standalone server
and run a password-cracking tool against it. Over 99% of the passwords are broken within an hour. Why were these
passwords cracked so Quickly?

A. Passwords of 14 characters or less are broken up into two 7-character hashes

B. A password Group Policy change takes at least 3 weeks to completely replicate throughout a network

C. Networks using Active Directory never use SAM databases so the SAM database pulled was empty

D. The passwords that were cracked are local accounts on the Domain Controller

Correct Answer: A

QUESTION 3

You have been asked to investigate after a user has reported a threatening e-mail they have received from an external
source. Which of the following are you most interested in when trying to trace the source of the message?

A. The X509 Address

B. The SMTP reply Address
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C. The E-mail Header
D. The Host Domain Name

Correct Answer: C

QUESTION 4

Jason has set up a honeypot environment by creating a DMZ that has no physical or logical access to his production
network. In this honeypot, he has placed a server running Windows Active Directory. He has also placed a Web server
in the DMZ that services a number of web pages that offer visitors a chance to download sensitive information by
clicking on a button. A week later, Jason finds in his network logs how an intruder accessed the honeypot and
downloaded sensitive information. Jason uses the logs to try and prosecute the intruder for stealing sensitive corporate
information. Why will this not be viable?

A. Entrapment

B. Enticement

C. Intruding into a honeypot is not illegal

D. Intruding into a DMZ is not illegal

Correct Answer: A

QUESTION 5

What type of attack sends spoofed UDP packets (instead of ping packets) with a fake source address to the IP
broadcast address of a large network?

A. Fraggle

B. Smurf scan
C. SYN flood
D. Teardrop

Correct Answer: A
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