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QUESTION 1

To make sure the evidence you recover and analyze with computer forensics software can be admitted in court, you
must test and validate the software. What group is actively providing tools and creating procedures for testing and
validating computer forensics software? 

A. Computer Forensics Tools and Validation Committee (CFTVC) 

B. Association of Computer Forensics Software Manufactures (ACFSM) 

C. National Institute of Standards and Technology (NIST) 

D. Society for Valid Forensics Tools and Testing (SVFTT) 

Correct Answer: C 

 

QUESTION 2

Tyler is setting up a wireless network for his business that he runs out of his home. He has followed all the directions
from the ISP as well as the wireless router manual. He does not have any encryption set and the SSID is being
broadcast. On his laptop, he can pick up the wireless signal for short periods of time, but then the connection drops and
the signal goes away. Eventually the wireless signal shows back up, but drops intermittently. What could be Tyler issue
with his home wireless network? 

A. Computers on his wired network 

B. Satellite television 

C. 2.4Ghz Cordless phones 

D. CB radio 

Correct Answer: C 

 

QUESTION 3

An employee is attempting to wipe out data stored on a couple of compact discs (CDs) and digital video discs (DVDs)
by using a large magnet. You inform him that this method will not be effective in wiping out the data because CDs and
DVDs are ______________ media used to store large amounts of data and are not affected by the magnet. 

A. logical 

B. anti-magnetic 

C. magnetic 

D. optical 

Correct Answer: D 
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QUESTION 4

Why would you need to find out the gateway of a device when investigating a wireless attack? 

A. The gateway will be the IP of the proxy server used by the attacker to launch the attack 

B. The gateway will be the IP of the attacker computer 

C. The gateway will be the IP used to manage the RADIUS server 

D. The gateway will be the IP used to manage the access point 

Correct Answer: D 

 

QUESTION 5

You are using DriveSpy, a forensic tool and want to copy 150 sectors where the starting sector is 1709 on the primary
hard drive. Which of the following formats correctly specifies these sectors? 

A. 0:1000, 150 

B. 0:1709, 150 

C. 1:1709, 150 

D. 0:1709-1858 

Correct Answer: B 
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