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QUESTION 1

The efforts to obtain information before a trail by demanding documents, depositions, questioned and answers written
under oath, written requests for admissions of fact and examination of the scene is a description of what legal term? 

A. Detection 

B. Hearsay 

C. Spoliation 

D. Discovery 

Correct Answer: D 

 

QUESTION 2

You are assisting a Department of Defense contract company to become compliant with the stringent security policies
set by the DoD. One such strict rule is that firewalls must only allow incoming connections that were first initiated by
internal computers. What type of firewall must you implement to abide by this policy? 

A. Packet filtering firewall 

B. Circuit-level proxy firewall 

C. Application-level proxy firewall 

D. Stateful firewall 

Correct Answer: D 

 

QUESTION 3

Office Documents (Word, Excel and PowerPoint) contain a code that allows tracking the MAC or unique identifier of the
machine that created the document. What is that code called? 

A. Globally unique ID 

B. Microsoft Virtual Machine Identifier 

C. Personal Application Protocol 

D. Individual ASCII string 

Correct Answer: A 

 

QUESTION 4

You have been asked to investigate after a user has reported a threatening e-mail they have received from an external
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source. Which of the following are you most interested in when trying to trace the source of the message? 

A. The X509 Address 

B. The SMTP reply Address 

C. The E-mail Header 

D. The Host Domain Name 

Correct Answer: C 

 

QUESTION 5

Your company uses Cisco routers exclusively throughout the network. After securing the routers to the best of your
knowledge, an outside security firm is brought in to assess the network security. Although they found very few issues,
they were able to enumerate the model, OS version, and capabilities for all your Cisco routers with very little effort.
Which feature will you disable to eliminate the ability to enumerate this information on your Cisco routers? 

A. Border Gateway Protocol 

B. Cisco Discovery Protocol 

C. Broadcast System Protocol 

D. Simple Network Management Protocol 

Correct Answer: B 
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