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QUESTION 1

With the standard Linux second extended file system (Ext2fs), a file is deleted when the inode internal link count
reaches

A0
B. 10
C. 100
D.1

Correct Answer: A

QUESTION 2

What must an investigator do before disconnecting an iPod from any type of computer?
A. Unmount the iPod

B. Mount the iPod

C. Disjoin the iPod

D. Join the iPod

Correct Answer: A

QUESTION 3

If an attacker\\'s computer sends an IPID of 31400 to a zombie computer on an open port in IDLE scanning, what will be
the response?

A. The zombie will not send a response
B. 31402
C. 31399
D. 31401

Correct Answer: D

QUESTION 4
You work as a penetration tester for Hammond Security Consultants. You are currently working on a contract for the

state government of California. Your next step is to initiate a DoS attack on their network. Why would you want to initiate
a DoS attack on a system you are testing?
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A. Show outdated equipment so it can be replaced

B. List weak points on their network

C. Use attack as a launching point to penetrate deeper into the network
D. Demonstrate that no system can be protected against DoS attacks

Correct Answer: B

QUESTION 5

You are the network administrator for a small bank in Dallas, Texas. To ensure network security, you enact a security
policy that requires all users to have 14 character passwords. After giving your users 2 weeks notice, you change the
Group Policy to force 14 character passwords. A week later you dump the SAM database from the standalone server
and run a password-cracking tool against it. Over 99% of the passwords are broken within an hour. Why were these
passwords cracked so Quickly?

A. Passwords of 14 characters or less are broken up into two 7-character hashes

B. A password Group Policy change takes at least 3 weeks to completely replicate throughout a network

C. Networks using Active Directory never use SAM databases so the SAM database pulled was empty

D. The passwords that were cracked are local accounts on the Domain Controller

Correct Answer: A
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