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QUESTION 1

Which of the following elements of the BCP process emphasizes on creating the scope and the additional elements
required to define the parameters of the plan? 

A. Business continuity plan development 

B. Plan approval and implementation 

C. Business impact analysis 

D. Scope and plan initiation 

Correct Answer: D 

The scope and plan initiation process in BCP symbolizes the beginning of the BCP process. It emphasizes on creating
the scope and the additional elements required to define the parameters of the plan. The scope and plan initiation phase
embodies a check of the company\\'s operations and support services. The scope activities include creating a detailed
account of the work required, listing the resources to be used, and defining the management practices to be employed.
Answer: C is incorrect. The business impact assessment is a method used to facilitate business units to understand the
impact of a disruptive event. This phase includes the execution of a vulnerability assessment. This process makes out
the mission-critical areas and business processes that are important for the survival of business. It is similar to the risk
assessment process. The function of a business impact assessment process is to create a document, which is used to
help and understand what impact a disruptive event would have on the business. Answer: A is incorrect. The business
continuity plan development refers to the utilization of the information collected in the Business Impact Analysis (BIA) for
the creation of the recovery strategy plan to support the critical business functions. The information gathered from the
BIA is mapped out to make a strategy for creating a continuity plan. The business continuity plan development process
includes the areas of plan implementation, plan testing, and ongoing plan maintenance. This phase also consists of
defining and documenting the continuity strategy. Answer: B is incorrect. The plan approval and implementation process
involves creating enterprise-wide awareness of the plan, getting the final senior management signoff, and implementing
a maintenance procedure for updating the plan as required. 

 

QUESTION 2

Which of the following documents is defined as a source document, which is most useful for the ISSE when classifying
the needed security functionality? 

A. Information Protection Policy (IPP) 

B. IMM 

C. System Security Context 

D. CONOPS 

Correct Answer: A 

The Information Protection Policy (IPP) is defined as a source document, which is most useful for the ISSE when
classifying the needed security functionality. The IPP document consists of the threats to the information management
and the security services and controls needed to respond to those threats. Answer: B is incorrect. The IMM is the
source document describing the customer\\'s needs based on identifying users, processes, and information. Answer: C
is incorrect. The System Security Context is the output of SE and ISSEP. It is the translation of the requirements into
system parameters and possible measurement concepts that meet the defined requirements. Answer: D is incorrect.
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The Concept of Operations (CONOPS) is a document describing the characteristics of a proposed system from the
viewpoint of an individual who will use that system. It is used to communicate the quantitative and qualitative system
characteristics to all stakeholders. CONOPS are widely used in the military or in government services, as well as other
fields. A CONOPS generally evolves from a concept and is a description of how a set of capabilities may be employed
to achieve desired objectives or a particular end state for a specific scenario. 

 

QUESTION 3

A number of security patterns for Web applications under the DARPA contract have been developed by Kienzle, Elder,
Tyree, and Edwards-Hewitt. Which of the following patterns are applicable to aspects of authentication in Web
applications?b Each correct answer represents a complete solution. Choose all that apply. 

A. Authenticated session 

B. Secure assertion 

C. Partitioned application 

D. Password authentication 

E. Account lockout 

F. Password propagation 

Correct Answer: ADEF 

The various patterns applicable to aspects of authentication in the Web applications are as follows: Account lockout: It
implements a limit on the incorrect password attempts to protect an account from automated password-guessing
attacks. Authenticated session: It allows a user to access more than one access-restricted Web page without re-
authenticating every page. It also integrates user authentication into the basic session model. Password authentication:
It provides protection against weak passwords, automated password-guessing attacks, and mishandling of passwords.
Password propagation: It offers a choice by requiring that a user\\'s authentication credentials be verified by the
database before providing access to that user\\'s data. Answer: B and C are incorrect. Secure assertion and partitioned
application patterns are applicable to software assurance in general. 

 

QUESTION 4

The Phase 2 of DITSCAP CandA is known as Verification. The goal of this phase is to obtain a fully integrated system
for certification testing and accreditation. What are the process activities of this phase? Each correct answer represents
a complete solution. Choose all that apply. 

A. Certification analysis 

B. Assessment of the Analysis Results 

C. Configuring refinement of the SSAA 

D. System development 

E. Registration 

Correct Answer: ABCD 
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The Phase 2 of DITSCAP CandA is known as Verification. The goal of this phase is to obtain a fully integrated system
for certification testing and accreditation. This phase takes place between the signing of the initial version of the SSAA
and the formal accreditation of the system. This phase verifies security requirements during system development. The
process activities of this phase are as follows: Configuring refinement of the SSAA System development Certification
analysis Assessment of the Analysis Results Answer: E is incorrect. Registration is a Phase 1 activity. 

 

QUESTION 5

Stella works as a system engineer for BlueWell Inc. She wants to identify the performance thresholds of each build.
Which of the following tests will help Stella to achieve her task? 

A. Reliability test 

B. Performance test 

C. Regression test 

D. Functional test 

Correct Answer: B 

The various types of internal tests performed on builds are as follows: Regression tests: It is also known as the
verification testing. These tests are developed to confirm that capabilities in earlier builds continue to work correctly in
the 

subsequent builds. Functional test: 

These tests emphasizes on verifying that the build meets its functional and data requirements and correctly generates
each expected display and report. Performance tests: These tests are used to identify the performance thresholds of
each 

build. Reliability tests: These tests are used to identify the reliability thresholds of each build. 
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