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QUESTION 1

According to the NIST SAMATE, dynamic analysis tools operate by generating runtime vulnerability scenario using
some functions. Which of the following are functions that are used by the dynamic analysis tools and are summarized in
the NIST SAMATE? Each correct answer represents a complete solution. Choose all that apply. 

A. Implementation attack 

B. Source code security 

C. File corruption 

D. Network fault injection 

Correct Answer: ACD 

According to the NIST SAMATE, dynamic analysis tools operate by generating runtime vulnerability scenario using the
following functions: Resource fault injection Network fault injection System fault injection User interface fault injection
Design attack Implementation attack File corruption Answer: B is incorrect. This function is summarized for static
analysis tools. 

 

QUESTION 2

Which of the following processes will you involve to perform the active analysis of the system for any potential
vulnerabilities that may result from poor or improper system configuration, known and/or unknown hardware or software
flaws, or operational weaknesses in process or technical countermeasures? 

A. Penetration testing 

B. Baselining 

C. Risk analysis 

D. Compliance checking 

Correct Answer: A 

A penetration testing is a method of evaluating the security of a computer system or network by simulating an attack
from a malicious source. The process involves an active analysis of the system for any potential vulnerabilities that may
result from poor or improper system configuration, known or unknown hardware or software flaws, or operational
weaknesses in process or technical countermeasures. This analysis is carried out from the position of a potential
attacker, and can involve active exploitation of security vulnerabilities. Any security issues that are found will be
presented to the system owner together with an assessment of their impact and often with a proposal for mitigation or a
technical solution. The intent of a penetration test is to determine feasibility of an attack and the amount of business
impact of a successful exploit, if discovered. It is a component of a full security audit. Answer: C is incorrect. Risk
analysis is the science of risks and their probability and evaluation in a business or a process. It is an important factor in
security enhancement and prevention in a system. Risk analysis should be performed as part of the risk management
process for each project. The outcome of the risk analysis would be the creation or review of the risk register to identify
and quantify risk elements to the project and their potential impact. Answer: D is incorrect. Compliance checking
performs the reviews for safeguards and controls to verify whether the entity is complying with particular procedures,
rules or not. It includes the inspection of operational systems to guarantee that hardware and software controls have
been correctly implemented and maintained. Compliance checking covers the activities such as penetration testing and
vulnerability assessments. Compliance checking must be performed by skilled persons, or by an automated software
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package. Answer: B is incorrect. Baselining is a method for analyzing the performance of computer networks. The
method is marked by comparing the current performance to a historical metric, or "baseline". For example, if a user
measured the performance of a network switch over a period of time, he could use that performance figure as a
comparative baseline if he made a configuration change to the switch. 

 

QUESTION 3

Which of the following are the principle duties performed by the BIOS during POST (power-on- self-test)? Each correct
answer represents a part of the solution. Choose all that apply. 

A. It provides a user interface for system\\'s configuration. 

B. It identifies, organizes, and selects boot devices. 

C. It delegates control to other BIOS, if it is required. 

D. It discovers size and verifies system memory. 

E. It verifies the integrity of the BIOS code itself. 

F. It interrupts the execution of all running programs. 

Correct Answer: ABCDE 

The principle duties performed by the BIOS during POST (power-on-self-test) are as follows: It verifies the integrity of
the BIOS code itself. It discovers size and verifies system memory. It discovers, initializes, and catalogs all system
hardware. It delegates control to other BIOS if it is required. It provides a user interface for system\\'s configuration. It
identifies, organizes, and selects boot devices. It executes the bootstrap program. Answer: F is incorrect. The BIOS
does not interrupt the execution of all running programs. 

 

QUESTION 4

Which of the following is the duration of time and a service level within which a business process must be restored after
a disaster in order to avoid unacceptable consequences associated with a break in business continuity? 

A. RTO 

B. RTA 

C. RPO 

D. RCO 

Correct Answer: A 

The Recovery Time Objective (RTO) is the duration of time and a service level within which a business process must be
restored after a disaster or disruption in order to avoid unacceptable consequences associated with a break in business
continuity. It includes the time for trying to fix the problem without a recovery, the recovery itself, tests and the
communication to the users. Decision time for user representative is not included. The business continuity timeline
usually runs parallel with an incident management timeline and may start at the same, or different, points. In accepted
business continuity planning methodology, the RTO is established during the Business Impact Analysis (BIA) by the
owner of a process (usually in conjunction with the Business Continuity planner). The RTOs are then presented to
senior management for acceptance. The RTO attaches to the business process and not the resources required to
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support the process. Answer: B is incorrect. The Recovery Time Actual (RTA) is established during an exercise, actual
event, or predetermined based on recovery methodology the technology support team develops. This is the time frame
the technology support takes to deliver the recovered infrastructure to the business. Answer: D is incorrect. The
Recovery Consistency Objective (RCO) is used in Business Continuity Planning in addition to Recovery Point Objective
(RPO) and Recovery Time Objective (RTO). It applies data consistency objectives to Continuous Data Protection
services. Answer: C is incorrect. The Recovery Point Objective (RPO) describes the acceptable amount of data loss
measured in time. It is the point in time to which data must be recovered as defined by the organization. The RPO is
generally a definition of what an organization determines is an "acceptable loss" in a disaster situation. If the RPO of a
company is 2 hours and the time it takes to get the data back into production is 5 hours, the RPO is still 2 hours. Based
on this RPO the data must be restored to within 2 hours of the disaster. 

 

QUESTION 5

Certification and Accreditation (CandA or CnA) is a process for implementing information security. It is a systematic
procedure for evaluating, describing, testing, and authorizing systems prior to or after a system is in operation. Which of
the following statements are true about Certification and Accreditation? Each correct answer represents a complete
solution. Choose two. 

A. Certification is a comprehensive assessment of the management, operational, and technical security controls in an
information system. 

B. Accreditation is a comprehensive assessment of the management, operational, and technical security controls in an
information system. 

C. Accreditation is the official management decision given by a senior agency official to authorize operation of an
information system. 

D. Certification is the official management decision given by a senior agency official to authorize operation of an
information system. 

Correct Answer: AC 

Certification and Accreditation (CandA or CnA) is a process for implementing information security. It is a systematic
procedure for evaluating, describing, testing, and authorizing systems prior to or after a system is in operation. The
CandA process is used extensively in the U.S. Federal Government. Some CandA processes include FISMA, NIACAP,
DIACAP, and DCID 6/3. Certification is a comprehensive assessment of the management, operational, and technical
security controls in an information system, made in support of security accreditation, to determine the extent to which
the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to
meeting the security requirements for the system. Accreditation is the official management decision given by a senior
agency official to authorize operation of an information system and to explicitly accept the risk to agency operations
(including mission, functions, image, or reputation), agency assets, or individuals, based on the implementation of an
agreed-upon set of security controls. 
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