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QUESTION 1

Which of the following governance bodies directs and coordinates implementations of the information security
program? 

A. Chief Information Security Officer 

B. Information Security Steering Committee 

C. Business Unit Manager 

D. Senior Management 

Correct Answer: A 

Chief Information Security Officer directs and coordinates implementations of the information security program. The
governance roles and responsibilities are mentioned below in the table: 

 

QUESTION 2

Which of the following statements about the availability concept of Information security management is true? 

A. It ensures that modifications are not made to data by unauthorized personnel or processes. 

B. It determines actions and behaviors of a single individual within a system. 

C. It ensures reliable and timely access to resources. 

D. It ensures that unauthorized modifications are not made to data by authorized personnel or processes. 

Correct Answer: C 

The concept of availability ensures reliable and timely access to data or resources. In other words, availability ensures
that the systems are up and running when needed. The availability concept also ensures that the security services are
in working order. Answer: A and D are incorrect. The concept of integrity ensures that modifications are not made to
data by unauthorized personnel or processes. It also ensures that unauthorized modifications are not made to data by
authorized personnel or processes. Answer: B is incorrect. Accountability determines the actions and behaviors of an
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individual within a system, and identifies that particular individual. Audit trails and logs support accountability. 

 

QUESTION 3

What are the various activities performed in the planning phase of the Software Assurance Acquisition process? Each
correct answer represents a complete solution. Choose all that apply. 

A. Develop software requirements. 

B. Implement change control procedures. 

C. Develop evaluation criteria and evaluation plan. 

D. Create acquisition strategy. 

Correct Answer: ACD 

The various activities performed in the planning phase of the Software Assurance Acquisition process are as follows:
Determine software product or service requirements. Identify associated risks. Develop software requirements. Create
acquisition strategy. Develop evaluation criteria and evaluation plan. Define development and use of SwA due diligence
questionnaires. Answer: B is incorrect. This activity is performed in the monitoring and acceptance phase of the
Software 

 

QUESTION 4

Which of the following fields of management focuses on establishing and maintaining consistency of a system\\'s or
product\\'s performance and its functional and physical attributes with its requirements, design, and operational
information throughout its life? 

A. Configuration management 

B. Risk management 

C. Change management 

D. Procurement management 

Correct Answer: A 

Configuration management is a field of management that focuses on establishing and maintaining consistency of a
system\\'s or product\\'s performance and its functional and physical attributes with its requirements, design, and
operational information throughout its life. Configuration Management System is a subsystem of the overall project
management system. It is a collection of formal documented procedures used to identify and document the functional
and physical characteristics of a product, result, service, or component of the project. It also controls any changes to
such characteristics, and records and reports each change and its implementation status. It includes the documentation,
tracking systems, and defined approval levels necessary for authorizing and controlling changes. Audits are performed
as part of configuration management to determine if the requirements have been met. Answer: D is incorrect. The
procurement management plan defines more than just the procurement of team members, if needed. It defines how
procurements will be planned and executed, and how the organization and the vendor will fulfill the terms of the
contract. Answer: B is incorrect. Risk Management is used to identify, assess, and control risks. It includes analyzing the
value of assets to the business, identifying threats to those assets, and evaluating how vulnerable each asset is to those
threats. Answer: C is incorrect. Change Management is used to ensure that standardized methods and procedures are
used for efficient handling of all changes. 
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QUESTION 5

You are the project manager of the GHY project for your organization. You are about to start the qualitative risk analysis
process for the project and you need to determine the roles and responsibilities for conducting risk management. Where
can you find this information? 

A. Risk register 

B. Staffing management plan 

C. Risk management plan 

D. Enterprise environmental factors 

Correct Answer: C 

The risk management plan defines the roles and responsibilities for conducting risk management. A Risk management
plan is a document arranged by a project manager to estimate the effectiveness, predict risks, and build response plans
to mitigate them. It also consists of the risk assessment matrix. Risks are built in with any project, and project managers
evaluate risks repeatedly and build plans to address them. The risk management plan consists of analysis of possible
risks with both high and low impacts, and the mitigation strategies to facilitate the project and avoid being derailed
through which the common problems arise. Risk management plans should be timely reviewed by the project team in
order to avoid having the analysis become stale and not reflective of actual potential project risks. Most critically, risk
management plans include a risk strategy for project execution. Answer: A is incorrect. The risk register does not define
the risk management roles and responsibilities. Answer: D is incorrect. Enterprise environmental factors may define the
roles that risk management officials or departments play in the project, but the best answer for all projects is the risk
management plan. Answer: B is incorrect. The staffing management plan does not define the risk management roles
and responsibilities. 
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