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QUESTION 1

You work as a security manager for BlueWell Inc. You are performing the external vulnerability testing, or penetration
testing to get a better snapshot of your organization\\'s security posture. Which of the following penetration testing
techniques will you use for searching paper disposal areas for unshredded or otherwise improperly disposed-of
reports? 

A. Sniffing 

B. Scanning and probing 

C. Dumpster diving 

D. Demon dialing 

Correct Answer: C 

Dumpster diving technique is used for searching paper disposal areas for unshredded or otherwise improperly disposed-
of reports. Answer: B is incorrect. In scanning and probing technique, various scanners, like a port scanner, can reveal
information about a network\\'s infrastructure and enable an intruder to access the network\\'s unsecured ports. Answer:
D is incorrect. Demon dialing technique automatically tests every phone line in an exchange to try to locate modems
that are attached to the network. Answer: A is incorrect. In sniffing technique, protocol analyzer can be used to capture
data packets that are later decoded to collect information such as passwords or infrastructure configurations. 

 

QUESTION 2

Which of the following tools is used to attack the Digital Watermarking? 

A. Steg-Only Attack 

B. Active Attacks 

C. 2Mosaic 

D. Gifshuffle 

Correct Answer: C 

2Mosaic is a tool used for watermark breaking. It is an attack against a digital watermarking system. In this type of
attack, an image is chopped into small pieces and then placed together. When this image is embedded into a web page,
the web browser renders the small pieces into one image. This image looks like a real image with no watermark in it.
This attack is successful, as it is impossible to read watermark in very small pieces. Answer: D is incorrect. Gifshuffle is
used to hide message or information inside GIF images. It is done by shuffling the colormap. This tool also provides
compression and encryption. Answer: B and A are incorrect. Active Attacks and Steg- Only Attacks are used to attack
Steganography. 

 

QUESTION 3

You work as a security manager for BlueWell Inc. You are going through the NIST SP 800-37 CandA methodology,
which is based on four well defined phases. In which of the following phases of NIST SP 800-37 CandA methodology
does the security categorization occur? 
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A. Security Accreditation 

B. Security Certification 

C. Continuous Monitoring 

D. Initiation 

Correct Answer: D 

The various phases of NIST SP 800-37 CandA are as follows: Phase 1: Initiation- This phase includes preparation,
notification and resource identification. It performs the security plan analysis, update, and acceptance. Phase 2: Security
Certification- The Security certification phase evaluates the controls and documentation. Phase 3: Security
Accreditation- The security accreditation phase examines the residual risk for acceptability, and prepares the final
security accreditation package. Phase 4: Continuous Monitoring-This phase monitors the configuration management
and control, ongoing security control verification, and status reporting and documentation. 

 

QUESTION 4

Which of the following is designed to detect unwanted attempts at accessing, manipulating, and disabling of computer
systems through the Internet? 

A. DAS 

B. IPsec 

C. IDS 

D. ACL 

Correct Answer: C 

An Intrusion detection system (IDS) is software and/or hardware designed to detect unwanted attempts at accessing,
manipulating, and/or disabling of computer systems, mainly through a network, such as the Internet. These attempts
may take the form of attacks, as examples, by crackers, malware and/or disgruntled employees. An IDS cannot directly
detect attacks within properly encrypted traffic. An intrusion detection system is used to detect several types of
malicious behaviors that can compromise the security and trust of a computer system. This includes network attacks
against vulnerable services, data driven attacks on applications, host based attacks such as privilege escalation,
unauthorized logins and access to sensitive files, and malware (viruses, trojan horses, and worms). Answer: D is
incorrect. Access Control List (ACL) is the most commonly used object in Cisco IOS. It filters packets or network traffic
by controlling whether routed packets are forwarded or blocked at the router\\'s interfaces. According to the criteria
specified within the access lists, router determines whether the packets to be forwarded or dropped. Access control list
criteria could be the source or destination address of the traffic or other information. The types of Cisco ACLs are
Standard IP, Extended IP, IPX, Appletalk, etc. Answer: B is incorrect. Internet Protocol Security (IPSec) is a method of
securing data. It secures traffic by using encryption and digital signing. It enhances the security of data as if an IPSec
packet is captured, its contents cannot be read. IPSec also provides sender verification that ensures the certainty of the
datagram\\'s origin to the receiver. Answer: A is incorrect. Direct- attached storage (DAS) is a digital storage system that
is directly attached to a server or workstation, without using a storage network. 

 

QUESTION 5

Which of the following roles is also known as the accreditor? 
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A. Data owner 

B. Chief Risk Officer 

C. Chief Information Officer 

D. Designated Approving Authority 

Correct Answer: D 

Designated Approving Authority (DAA) is also known as the accreditor. Answer: A is incorrect. The data owner
(information owner) is usually a member of management, in charge of a specific business unit, and is ultimately
responsible for the protection and use of a specific subset of information. Answer: B is incorrect. A Chief Risk Officer
(CRO) is also known as Chief Risk Management Officer (CRMO). The Chief Risk Officer or Chief Risk Management
Officer of a corporation is the executive accountable for enabling the efficient and effective governance of significant
risks, and related opportunities, to a business and its various segments. Risks are commonly categorized as strategic,
reputational, operational, financial, or compliance-related. CRO\\'s are accountable to the Executive Committee and The
Board for enabling the business to balance risk and reward. In more complex organizations, they are generally
responsible for coordinating the organization\\'s Enterprise Risk Management (ERM) approach. Answer: C is incorrect.
The Chief Information Officer (CIO), or Information Technology (IT) director, is a job title commonly given to the most
senior executive in an enterprise responsible for the information technology and computer systems that support
enterprise goals. The CIO plays the role of a leader and reports to the chief executive officer, chief operations officer, or
chief financial officer. In military organizations, they report to the commanding officer. 
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