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QUESTION 1

Which of the following are examples of passive attacks? Each correct answer represents a complete solution. Choose
all that apply. 

A. Dumpster diving 

B. Placing a backdoor 

C. Eavesdropping 

D. Shoulder surfing 

Correct Answer: ACD 

In eavesdropping, dumpster diving, and shoulder surfing, the attacker violates the confidentiality of a system without
affecting its state. Hence, they are considered passive attacks. 

 

QUESTION 2

You are the project manager for GHY Project and are working to create a risk response for a negative risk. You and the
project team have identified the risk that the project may not complete on time, as required by the management, due to
the creation of the user guide for the software you\\'re creating. You have elected to hire an external writer in order to
satisfy the requirements and to alleviate the risk event. What type of risk response have you elected to use in this
instance? 

A. Transference 

B. Exploiting 

C. Avoidance 

D. Sharing 

Correct Answer: A 

This is an example of transference as you have transferred the risk to a third party. Transference almost always is done
with a negative risk event and it usually requires a contractual relationship. 

 

QUESTION 3

Which of the following software review processes increases the software security by removing the common
vulnerabilities, such as format string exploits, race conditions, memory leaks, and buffer overflows? 

A. Management review 

B. Code review 

C. Peer review 

D. Software audit review 
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Correct Answer: B 

A code review is a systematic examination of computer source code, which searches and resolves issues occurred in
the initial development phase. It increases the software security by removing common vulnerabilities, such as format
string exploits, race conditions, memory leaks, and buffer overflows. A code review is performed in the following forms:
Pair programming Informal walkthrough Formal inspection Answer: C is incorrect. A peer review is an examination
process in which author and one or more colleagues examine a work product, such as document, code, etc., and
evaluate technical content and quality. According to the Capability Maturity Model, peer review offers a systematic
engineering practice in order to detect and resolve issues occurring in the software artifacts, and stops the leakage into
field operations. Answer: A is incorrect. Management review is a management study into a project\\'s status and
allocation of resources. Answer: D is incorrect. In software audit review one or more auditors, who are not members of
the software development organization, perform an independent examination of a software product, software process,
or a set of software processes for assessing compliance with specifications, standards, contractual agreements, or other
specifications. 

 

QUESTION 4

The Software Configuration Management (SCM) process defines the need to trace changes, and the ability to verify that
the final delivered software has all of the planned enhancements that are supposed to be included in the release. What
are the procedures that must be defined for each software project to ensure that a sound SCM process is implemented?
Each correct answer represents a complete solution. Choose all that apply. 

A. Configuration status accounting 

B. Configuration change control 

C. Configuration identification 

D. Configuration audits 

E. Configuration implementation 

F. Configuration deployment 

Correct Answer: ABCD 

The SCM process defines the need to trace changes, and the ability to verify that the final delivered software has all of
the planned enhancements that are supposed to be included in the release. It identifies four procedures that must be
defined for each software project to ensure that a sound SCM process is implemented. They are as follows:
1.Configuration identification: Configuration identification is the process of identifying the attributes that define every
aspect of a configuration item. A configuration item is a product (hardware and/or software) that has an end-user
purpose. These attributes are recorded in configuration documentation and baselined. 2.Configuration change control:
Configuration change control is a set of processes and approval stages required to change a configuration item\\'s
attributes and to re-baseline them. 3.Configuration status accounting: Configuration status accounting is the ability to
record and report on the configuration baselines associated with each configuration item at any moment of time.
4.Configuration audits: Configuration audits are broken into functional and physical configuration audits. They occur
either at delivery or at the moment of effecting the change. A functional configuration audit ensures that functional and
performance attributes of a configuration item are achieved, while a physical configuration audit ensures that a
configuration item is installed in accordance with the requirements of its detailed design documentation. 

 

QUESTION 5

In which of the following testing methods is the test engineer equipped with the knowledge of system and designs test
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cases or test data based on system knowledge? 

A. Integration testing 

B. Regression testing 

C. Whitebox testing 

D. Graybox testing 

Correct Answer: D 

Graybox testing is a combination of whitebox testing and blackbox testing. In graybox testing, the test engineer is
equipped with the knowledge of system and designs test cases or test data based on system knowledge. The security
tester typically performs graybox testing to find vulnerabilities in software and network system. Answer: C is incorrect.
Whitebox testing is a testing technique in which an organization provides full knowledge about the infrastructure to the
testing team. The information, provided by the organization, often includes network diagrams, source codes, and IP
addressing information of the infrastructure to be tested. Answer: A is incorrect. Integration testing is a logical extension
of unit testing. It is performed to identify the problems that occur when two or more units are combined into a
component. During integration testing, a developer combines two units that have already been tested into a component,
and tests the interface between the two units. Although integration testing can be performed in various ways, the
following three approaches are generally used: The top-down approach The bottom-up approach The umbrella
approach Answer: B is incorrect. Regression testing can be performed any time when a program needs to be modified
either to add a feature or to fix an error. It is a process of repeating Unit testing and Integration testing whenever existing
tests need to be performed again along with the new tests. Regression testing is performed to ensure that no existing
errors reappear, and no new errors are introduced. 
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