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QUESTION 1

Which of the following terms refers to the protection of data against unauthorized access? 

A. Integrity 

B. Recovery 

C. Auditing 

D. Confidentiality 

Correct Answer: D 

Confidentiality is a term that refers to the protection of data against unauthorized access. Administrators can provide
confidentiality by encrypting data. Symmetric encryption is a relatively fast encryption method. Hence, this method of
encryption is best suited for encrypting large amounts of data such as files on a computer. Answer: A is incorrect.
Integrity ensures that no intentional or unintentional unauthorized modification is made to data. Answer: C is incorrect.
Auditing is used to track user accounts for file and object access, logon attempts, system shutdown etc. This enhances
the security of the network. Before enabling auditing, the type of event to be audited should be specified in the Audit
Policy in User Manager for Domains. 

 

QUESTION 2

Which of the following is a signature-based intrusion detection system (IDS) ? 

A. RealSecure 

B. StealthWatch 

C. Tripwire 

D. Snort 

Correct Answer: D 

Snort is a signature-based intrusion detection system. Snort is an open source network intrusion prevention and
detection system that operates as a network sniffer. It logs activities of the network that is matched with the predefined
signatures. Signatures can be designed for a wide range of traffic, including Internet Protocol (IP), Transmission Control
Protocol (TCP), User Datagram Protocol (UDP), and Internet Control Message Protocol (ICMP). The three main modes
in which Snort can be configured are as follows: Sniffer mode: It reads the packets of the network and displays them in
a continuous stream on the console. Packet logger mode: It logs the packets to the disk. Network intrusion detection
mode: It is the most complex and configurable configuration, allowing Snort to analyze network traffic for matches
against a user-defined rule set. Answer: B is incorrect. StealthWatch is a behavior-based intrusion detection system.
Answer: A is incorrect. RealSecure is a network-based IDS that monitors TCP, UDP and ICMP traffic and is configured
to look for attack patterns. Answer: C is incorrect. Tripwire is a file integrity checker for UNIX/Linux that can be used for
host-based intrusion detection. 

 

QUESTION 3

Which of the following is an open source network intrusion detection system? 
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A. NETSH 

B. Macof 

C. Sourcefire 

D. Snort 

Correct Answer: D 

Snort is an open source network intrusion prevention and detection system that operates as a network sniffer. It logs
activities of the network that is matched with the predefined signatures. Signatures can be designed for a wide range of
traffic, including Internet Protocol (IP), Transmission Control Protocol (TCP), User Datagram Protocol (UDP), and
Internet Control Message Protocol (ICMP). The three main modes in which Snort can be configured are as follows: 

Sniffer mode: It reads the packets of the network and displays them in a continuous stream on the console. Packet
logger mode: It logs the packets to the disk. Network intrusion detection mode: It is the most complex and configurable
configuration, allowing Snort to analyze network traffic for matches against a user-defined rule set. Answer: B is
incorrect. Macof is a tool of the dsniff tool set and used to flood the local network with random MAC addresses. It
causes some switches to fail open in repeating mode, and facilitates sniffing. Answer: C is incorrect. Sourcefire is the
company that owns and maintains Snort. Answer: A is incorrect. NETSH is not a network intrusion detection system.
NETSH is a command line tool to configure TCP/IP settings such as the IP address, Subnet Mask, Default Gateway,
DNS, WINS addresses, etc. 

 

QUESTION 4

A service provider guarantees for end-to-end network traffic performance to a customer. Which of the following types of
agreement is this? 

A. SLA 

B. VPN 

C. NDA 

D. LA 

Correct Answer: A 

This is a type of service-level agreement. A service-level agreement (SLA) is a negotiated agreement between two
parties where one is the customer and the other is the service provider. It records a common understanding about
services, priorities, responsibilities, guarantees, and warranties. Each area of service scope should have the \\'level of
service\\' defined. The SLA may specify the levels of availability, serviceability, performance, operation, or other
attributes of the service, such as billing. Answer: C is incorrect. Non-disclosure agreements (NDAs) are often used to
protect the confidentiality of an invention as it is being evaluated by potential licensees. Answer: D is incorrect. License
agreements (LA) describe the rights and responsibilities of a party related to the use and exploitation of intellectual
property. Answer: B is incorrect. There is no such type of agreement as VPN. 

 

QUESTION 5

Which of the following phases of NIST SP 800-37 CandA methodology examines the residual risk for acceptability, and
prepares the final security accreditation package? 
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A. Security Accreditation 

B. Initiation 

C. Continuous Monitoring 

D. Security Certification 

Correct Answer: A 

The various phases of NIST SP 800-37 CandA are as follows: Phase 1: Initiation- This phase includes preparation,
notification and resource identification. It performs the security plan analysis, update, and acceptance. Phase 2: Security
Certification- The Security certification phase evaluates the controls and documentation. Phase 3: Security
Accreditation- The security accreditation phase examines the residual risk for acceptability, and prepares the final
security accreditation package. Phase 4: Continuous Monitoring-This phase monitors the configuration management
and control, ongoing security control verification, and status reporting and documentation. 
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