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QUESTION 1

Security code review identifies the unvalidated input calls made by an attacker and avoids those calls to be processed
by the server. It performs various review checks on the stained calls of servlet for identifying unvalidated input from the
attacker. Choose the appropriate review checks and drop them in front of their respective functions. 

Select and Place: 

Correct Answer: 
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The various security code review checks performed on the stained calls of servlet are as follows: getParameter(): It is
used to check the unvalidated sources of input from URL parameters in javax.servlet.HttpServletRequest class.
getQueryString(): It is used to check the unvalidated sources of input from Form fields in
javax.servlet.HttpServletRequest class. getCookies(): It is used to check the unvalidated sources of input from Cookies
javax.servlet.HttpServletRequest class. getHeaders(): It is used to check the unvalidated sources of input from HTTP
headers javax.servlet.HttpServletRequest class. 

 

QUESTION 2

Information Security management is a process of defining the security controls in order to protect information assets.
The first action of a management program to implement information security is to have a security program in place.
What are the objectives of a security program? Each correct answer represents a complete solution. Choose all that
apply. 

A. Security education 

B. Security organization 

C. System classification 

D. Information classification 

Correct Answer: ABD 

The first action of a management program to implement information security is to have a security program in place. The
objectives of a security program are as follows: Protect the company and its assets Manage risks by identifying assets,
discovering threats, and estimating the risk Provide direction for security activities by framing of information security
policies, procedures, standards, guidelines and baselines Information classification Security organization Security
education Answer: C is incorrect. System classification is not one of the objectives of a security program. 

 

QUESTION 3

Continuous Monitoring is the fourth phase of the security certification and accreditation process. What activities are
performed in the Continuous Monitoring process? Each correct answer represents a complete solution. Choose all that
apply. 
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A. Security accreditation decision 

B. Security control monitoring and impact analyses of changes to the information system 

C. Security accreditation documentation 

D. Configuration management and control 

E. Status reporting and documentation 

Correct Answer: BDE 

Continuous Monitoring is the fourth phase of the security certification and accreditation process. The Continuous
Monitoring process consists of the following three main activities: Configuration management and control Security
control monitoring and impact analyses of changes to the information system Status reporting and documentation The
objective of these tasks is to observe and evaluate the information system security controls during the system life cycle.
These tasks determine whether the changes that have occurred will negatively impact the system security. Answer: A
and C are incorrect. Security accreditation decision and security accreditation documentation are the two tasks of the
security accreditation phase. 

 

QUESTION 4

Which of the following security design principles supports comprehensive and simple design and implementation of
protection mechanisms, so that an unintended access path does not exist or can be readily identified and eliminated? 

A. Least privilege 

B. Economy of mechanism 

C. Psychological acceptability 

D. Separation of duties 

Correct Answer: B 

The economy of mechanism is a security design principle, which supports simple and comprehensive design and
implementation of protection mechanisms, so that an unintended access path does not exist or can be readily identified
and eliminated. Answer: D is incorrect. Separation of duties defines that the completion of a specific sensitivity activity or
access to sensitive object depends on the satisfaction of multiple conditions. Answer: C is incorrect. Psychological
acceptability defines the ease of use and intuitiveness of the user interface that controls and interacts with the access
control mechanisms. Answer: A is incorrect. Least privilege maintains that an individual, process, or other type of entity
should be given the minimum privileges and resources for the minimum period of time required to complete a task. 

 

QUESTION 5

Which of the following are examples of passive attacks? Each correct answer represents a complete solution. Choose
all that apply. 

A. Dumpster diving 

B. Placing a backdoor 

C. Eavesdropping 
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D. Shoulder surfing 

Correct Answer: ACD 

In eavesdropping, dumpster diving, and shoulder surfing, the attacker violates the confidentiality of a system without
affecting its state. Hence, they are considered passive attacks. 
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