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QUESTION 1

At which of the following levels of robustness in DRM must the security functions be immune to widely available tools
and specialized tools and resistant to professional tools?

A. Level 2
B. Level 4
C. Level 1
D. Level 3
Correct Answer: C

At Level 1 of robustness in DRM, the security functions must be immune to widely available tools and specialized tools
and resistant to professional tools.

QUESTION 2

Security Test and Evaluation (STandE) is a component of risk assessment. It is useful in discovering system
vulnerabilities. For what purposes is STandE used? Each correct answer represents a complete solution. Choose all
that apply.

A. To implement the design of system architecture

B. To determine the adequacy of security mechanisms, assurances, and other properties to enforce the security policy
C. To assess the degree of consistency between the system documentation and its implementation

D. To uncover design, implementation, and operational flaws that may allow the violation of security policy

Correct Answer: BCD

Security Test and Evaluation (STandE) is a component of risk assessment. It is useful in discovering system
vulnerabilities. According to NIST SP 800-42 (Guideline on Network Security Testing), STandE is used for the following
purposes: To assess the degree of consistency between the system documentation and its implementation To
determine the adequacy of security mechanisms, assurances, and other properties to enforce the security policy To

uncover design, implementation, and operational flaws that may allow the violation of security policy Answer: A is
incorrect. STandE is not used for the implementation of the system architecture.

QUESTION 3

Which of the following is a malicious exploit of a website, whereby unauthorized commands are transmitted from a user
trusted by the website?

A. Cross-Site Scripting
B. Injection flaw

C. Side channel attack
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D. Cross-Site Request Forgery
Correct Answer: D

CSRF (Cross-Site Request Forgery) is a malicious exploit of a website, whereby unauthorized commands are
transmitted from a user trusted by the website. It is also known as a one-click attack or session riding. CSRF occurs
when a user is tricked by an attacker into activating a request in order to perform some unauthorized action. It increases
data loss and malicious code execution. Answer: A is incorrect. Cross-site scripting (XSS) is a type of computer security
vulnerability typically found in web applications which enable malicious attackers to inject client- side script into web
pages viewed by other users. An exploited cross-site scripting vulnerability can be used by attackers to bypass access
controls, such as the same origin policy. Cross-site scripting carried out on websites were roughly 80% of all security
vulnerabilities documented by Symantec as of 2007. Their impact may range from a petty nuisance to a significant
security risk, depending on the sensitivity of the data handled by the vulnerable site, and the nature of any security
mitigations implemented by the site owner. Answer: C is incorrect. A side channel attack is based on information gained
from the physical implementation of a cryptosystem, rather than brute force or theoretical weaknesses in the algorithms
(compare cryptanalysis). For example, timing information, power consumption, electromagnetic leaks or even sound can
provide an extra source of information which can be exploited to break the system. Many side- channel attacks require
considerable technical knowledge of the internal operation of the system on which the cryptography is implemented.
Answer: B is incorrect. Injection flaws are the vulnerabilities where a foreign agent illegally uses a sub-system. They are
the vulnerability holes that can be used to attack a database of Web applications. It is the most common technique of
attacking a database. Injection occurs when user-supplied data is sent to an interpreter as part of a command or query.
The attacker\\'s hostile data tricks the interpreter into executing involuntary commands or changing data. Injection flaws
include XSS (HTML Injection) and SQL Injection.

QUESTION 4

Which of the following describes the acceptable amount of data loss measured in time?
A. Recovery Point Objective (RPO)

B. Recovery Time Objective (RTO)

C. Recovery Consistency Objective (RCO)

D. Recovery Time Actual (RTA)

Correct Answer: A

The Recovery Point Objective (RPO) describes the acceptable amount of data loss measured in time. It is the point in
time to which data must be recovered as defined by the organization. The RPO is generally a definition of what an
organization determines is an "acceptable loss" in a disaster situation. If the RPO of a company is 2 hours and the time
it takes to get the data back into production is 5 hours, the RPO is still 2 hours. Based on this RPO the data must be
restored to within 2 hours of the disaster. Answer: B is incorrect. The Recovery Time Objective (RTO) is the duration of
time and a service level within which a business process must be restored after a disaster or disruption in order to avoid
unacceptable consequences associated with a break in business continuity. It includes the time for trying to fix the
problem without a recovery, the recovery itself, tests and the communication to the users. Decision time for user
representative is not included. The business continuity timeline usually runs parallel with an incident management
timeline and may start at the same, or different, points. In accepted business continuity planning methodology, the RTO
is established during the Business Impact Analysis (BIA) by the owner of a process (usually in conjunction with the
Business Continuity planner). The RTOs are then presented to senior management for acceptance. The RTO attaches
to the business process and not the resources required to support the process. Answer: D is incorrect. The Recovery
Time Actual (RTA) is established during an exercise, actual event, or predetermined based on recovery methodology
the technology support team develops. This is the time frame the technology support takes to deliver the recovered
infrastructure to the business. Answer: C is incorrect. The Recovery Consistency Objective (RCO) is used in Business
Continuity Planning in addition to Recovery Point Objective (RPO) and Recovery Time Objective (RTO). It applies data
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consistency objectives to Continuous Data Protection services.

QUESTION 5

Which of the following ISO standards is entitled as "Information technology - Security techniques - Information security
management - Measurement"?

A. ISO 27003
B. 1ISO 27005
C. I1SO 27004
D. ISO 27006
Correct Answer: C

ISO 27004 is an information security standard developed by the International Organization for Standardization (ISO)
and the International Electrotechnical Commission (IEC). It is entitled as "Information technology - Security techniques
Information security management - Measurement”. The ISO 27004 standard provides guidelines on specifications and
use of measurement techniques for the assessment of the effectiveness of an implemented information security
management system and controls. It also helps an organization in establishing the effectiveness of ISMS
implementation, embracing benchmarking, and performance targeting within the PDCA (plan-do-check-act) cycle.
Answer: A is incorrect. ISO 27003 is entitled as "Information Technology - Security techniques - Information security
management system implementation guidance”. Answer: B is incorrect. ISO 27005 is entitled as "ISO/IEC 27005:2008
Information technology -- Security techniques -- Information security risk management”. Answer: D is incorrect. ISO
27006 is entitled as "Information technology - Security technigues - Requirements for bodies providing audit and
certification of information security management systems".
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