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QUESTION 1

A company has alerted planning the implemented a vulnerability management procedure. However, to security maturity
level is low, so there are some prerequisites to complete before risk calculation and prioritization. Which of the following
should be completed FIRST?

A. A business Impact analysis

B. A system assessment

C. Communication of the risk factors

D. A risk identification process

Correct Answer: B

QUESTION 2

It is important to parameterize queries to prevent:

A. the execution of unauthorized actions against a database.

B. a memory overflow that executes code with elevated privileges.

C. the establishment of a web shell that would allow unauthorized access.
D. the queries from using an outdated library with security vulnerabilities.

Correct Answer: A

QUESTION 3
A cybersecunty analyst needs to harden a server that is currently being used as a web server The server needs to be

accessible when entenng www company com into the browser Additionally web pages require frequent updates which
are performed by a remote contractor Given the following output:
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Starting Nmap 7.12 ( https://nmap.org ) at 2020-08-25 11:44
Nmap scan report for finance-server (72.56.70.94)

Host 1s up (0.000060s latency).

Not shown: 995 closed ports

PORT STATE SERVICE
22/tcp open 55h

23/ 1ep open telnet
53/tep opcn domain
80/tep open http
443/tcp open https

Which of the following should the cybersecunty analyst recommend to harden the server? (Select TWO).
A. Uninstall the DNS service

B. Perform a vulnerability scan

C. Change the server\\'s IP to a private IP address

D. Disable the Telnet service

E. Block port 80 with the host-based firewall

F. Change the SSH port to a non-standard port

Correct Answer: AD

Web Server does not need the DNS role installed and with SSH already installed why would you keep Telnet.

QUESTION 4

Which of the following is MOST closely related to the concept of privacy?
A. An individual\\'s control over personal information

B. A policy implementing strong identity management processes

C. A system\\'s ability to protect the confidentiality of sensitive information
D. The implementation of confidentiality, integrity, and availability

Correct Answer: A

QUESTION 5

A new on-premises application server was recently installed on the network. Remote access to the server was enabled
for vendor support on required ports, but recent security reports show large amounts of data are being sent to various
unauthorized networks through those ports. Which of the following configuration changes must be implemented to
resolve this security issue while still allowing remote vendor access?
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A. Apply a firewall application server rule.
B. Whitelist the application server.

C. Sandbox the application server.

D. Enable port security.

E. Block the unauthorized networks.

Correct Answer: A
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