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QUESTION 1

Which of the following is a common term for log reviews, synthetic transactions, and code reviews?
A. Security control testing

B. Application development

C. Spiral development functional testing

D. DevOps Integrated Product Team (IPT) development

Correct Answer: A

QUESTION 2

Which of the following will accomplish Multi-Factor Authentication (MFA)?

A. Issuing a smart card with a user-selected Personal Identification Number (PIN)
B. Requiring users to enter a Personal Identification Number (PIN) and a password
C. Performing a palm and retinal scan

D. Issuing a smart card and a One Time Password (OTP) token

Correct Answer: A

QUESTION 3

When using Generic Routing Encapsulation (GRE) tunneling over Internet Protocol version 4 (IPv4), where is the GRE
header inserted?

A. Into the options field

B. Between the delivery header and payload

C. Between the source and destination addresses
D. Into the destination address

Correct Answer: B

QUESTION 4

What is the MOST efficient way to secure a production program and its data?
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A. Disable default accounts and implement access control lists (ACL)
B. Harden the application and encrypt the data

C. Disable unused services and implement tunneling

D. Harden the servers and backup the data

Correct Answer: B

QUESTION 5

What security principle addresses the issue of "Security by Obscurity"?
A. Open design

B. Segregation of duties (SoD)

C. Role Based Access Control (RBAC)

D. Least privilege

Correct Answer: A
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