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QUESTION 1

The implementation of which features of an identity management system reduces costs and administration overhead
while improving audit and accountability? 

A. Two-factor authentication 

B. Single Sign-On (SSO) 

C. User self-service 

D. A metadirectory 

Correct Answer: C 

 

QUESTION 2

Which of the following is the strongest physical access control? 

A. Biometrics and badge reader 

B. Biometrics, a password, and personal identification number (PIN) 

C. Individual password for each user 

D. Biometrics, a password, and badge reader 

Correct Answer: D 

 

QUESTION 3

Which of the following types of technologies would be the MOST cost-effective method to provide a reactive control for
protecting personnel in public areas? 

A. Install mantraps at the building entrances 

B. Enclose the personnel entry area with polycarbonate plastic 

C. Supply a duress alarm for personnel exposed to the public 

D. Hire a guard to protect the public area 

Correct Answer: C 

 

 

QUESTION 4

Vulnerability scanners may allow for the administrator to assign which of the following in order to assist in prioritizing
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remediation activities? 

A. Definitions for each exposure type 

B. Vulnerability attack vectors 

C. Asset values for networks 

D. Exploit code metrics 

Correct Answer: C 

 

QUESTION 5

A company receives an email threat informing of an Imminent Distributed Denial of Service (DDoS) attack targeting its
web application, unless ransom is paid. Which of the following techniques BEST addresses that threat? 

A. Deploying load balancers to distribute inbound traffic across multiple data centers 

B. Set Up Web Application Firewalls (WAFs) to filter out malicious traffic 

C. Implementing reverse web-proxies to validate each new inbound connection 

D. Coordinate with and utilize capabilities within Internet Service Provider (ISP) 

Correct Answer: D 
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