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QUESTION 1

An international medical organization with headquarters in the United States (US) and branches in France wants to test
a drug in both countries. 

What is the organization allowed to do with the test subject\\'s data? 

A. Aggregate it into one database in the US 

B. Process it in the US, but store the information in France 

C. Share it with a third party 

D. Anonymize it and process it in the US 

Correct Answer: D 

 

 

QUESTION 2

Which of the following security tools monitors devices and records the information in a central database for further
analysis? 

A. Security orchestration automation and response 

B. Host-based intrusion detection system (HIDS) 

C. Antivirus 

D. Endpoint detection and response (EDR) 

Correct Answer: D 

 

 

QUESTION 3

When using Security Assertion markup language (SAML), it is assumed that the principal subject 

A. accepts persistent cookies from the system. 

B. allows Secure Sockets Layer (SSL) for data exchanges. 

C. is on a system that supports remote authorization. 

D. enrolls with at least one identity provider. 

Correct Answer: D 
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QUESTION 4

Which of the following is a term used to describe maintaining ongoing awareness of information security, vulnerabilities,
and threats to support organizational risk management decisions? 

A. Information Security Management System (ISMS) 

B. Information Sharing and Analysis Centers (ISAC) 

C. Risk Management Framework (RMF) 

D. Information Security Continuous Monitoring (ISCM) 

Correct Answer: D 

 

QUESTION 5

Which of the following media is least problematic with data remanence? 

A. Magnetic disk 

B. Electrically Erasable Programming read-only Memory (EEPROM) 

C. Dynamic Random Access Memory (DRAM) 

D. Flash memory 

Correct Answer: C 
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