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QUESTION 1

Why would a system be structured to isolate different classes of information from one another and segregate them by
user jurisdiction? 

A. The organization can avoid e-discovery processes in the event of litigation. 

B. The organization\\'s infrastructure is clearly arranged and scope of responsibility is simplified. 

C. The organization can vary its system policies to comply with conflicting national laws. 

D. The organization is required to provide different services to various third-party organizations. 

Correct Answer: C 

 

QUESTION 2

A company whose Information Technology (IT) services are being delivered from a Tier 4 data center, is preparing a
companywide Business Continuity Planning (BCP). Which of the following failures should the IT manager be concerned
with? 

A. Application 

B. Storage 

C. Power 

D. Network 

Correct Answer: A 

 

 

QUESTION 3

What type of access control determines the authorization to resource based on pre-defined job titles within an
organization? 

A. Role-Based Access Control (RBAC) 

B. Role-based access control 

C. Non-discretionary access control 

D. Discretionary Access Control (DAC) 

Correct Answer: A 

 

QUESTION 4
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What is the MOST significant benefit of role-based access control (RBAC)? 

A. Reduction in authorization administration overhead 

B. Reduces inappropriate access 

C. Management of least privilege 

D. Most granular form of access control 

Correct Answer: A 

 

QUESTION 5

Which of the following is the MOST critical success factor in the security patch management process? 

A. Tracking and reporting on inventory 

B. Supporting documentation 

C. Management review of reports 

D. Risk and impact analysis 

Correct Answer: D 
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