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QUESTION 1

Company XYZ provides cable television service to several regional areas. They are currently installing fiber-to-the-home
in many areas with hopes of also providing telephone and Internet services. The telephone and Internet services
portions of the company will each be separate subsidiaries of the parent company. The board of directors wishes to
keep the subsidiaries separate from the parent company. However all three companies must share customer data for
the purposes of accounting, billing, and customer authentication. The solution must use open standards, and be simple
and seamless for customers, while only sharing minimal data between the companies.

Which of the following solutions is BEST suited for this scenario?

A. The companies should federate, with the parent becoming the SP, and the subsidiaries becoming an IdP.

B. The companies should federate, with the parent becoming the IdP, and the subsidiaries becoming an SSP.

C. The companies should federate, with the parent becoming the IdP, and the subsidiaries becoming an SP.

D. The companies should federate, with the parent becoming the ASP, and the subsidiaries becoming an IdP.

Correct Answer: C

QUESTION 2

A certain script was recently altered by the author to meet certain security requirements, and needs to be executed on
several critical servers. Which of the following describes the process of ensuring that the script being used was not
altered by anyone other than the author?

A. Digital encryption

B. Digital signing

C. Password entropy

D. Code signing

Correct Answer: D

QUESTION 3

An employee of a company files a complaint with a security administrator. While sniffing network traffic, the employee
discovers that financially confidential emails were passing between two warehouse users. The two users deny sending
confidential emails to each other.

Which of the following security practices would allow for non-repudiation and prevent network sniffers from reading the
confidential mail? (Select TWO).

A. Transport encryption
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B. Authentication hashing
C. Digital signature

D. Legal mail hold

E. TSIG code signing

Correct Answer: AC

QUESTION 4

Which of the following should be used to identify overflow vulnerabilities?
A. Fuzzing

B. Input validation

C. Privilege escalation

D. Secure coding standards

Correct Answer: A

QUESTION 5

The root cause analysis of a recent security incident reveals that an attacker accessed a printer from the Internet. The
attacker then accessed the print server, using the printer as a launch pad for a shell exploit. The print server logs show
that the attacker was able to exploit multiple accounts, ultimately launching a successful DoS attack on the domain
controller.

Defending against which of the following attacks should form the basis of the incident mitigation plan?

A. DDoS

B. SYN flood

C. Buffer overflow

D. Privilege escalation

Correct Answer: D
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