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QUESTION 1

After a security incident, an administrator revokes the SSL certificate for their web server www.company.com. Later,
users begin to inform the help desk that a few other servers are generating certificate errors: ftp.company.com,
mail.company.com, and partners.company.com. 

Which of the following is MOST likely the reason for this? 

A. Each of the servers used the same EV certificate. 

B. The servers used a wildcard certificate. 

C. The web server was the CA for the domain. 

D. Revoking a certificate can only be done at the domain level. 

Correct Answer: B 

 

 

QUESTION 2

A developer is determining the best way to improve security within the code being developed. The developer is focusing
on input fields where customers enter their credit card details. Which of the following techniques, if implemented in the
code, would be the MOST effective in protecting the fields from malformed input? 

A. Client side input validation 

B. Stored procedure 

C. Encrypting credit card details 

D. Regular expression matching 

Correct Answer: D 

 

 

QUESTION 3

The new security policy states that only authorized software will be allowed on the corporate network and all personally
owned equipment needs to be configured by the IT security staff before being allowed on the network. The security
administrator creates standard images with all the required software and proper security controls. These images are
required to be loaded on all personally owned equipment prior to connecting to the corporate network. These measures
ensure compliance with the new security policy. 

Which of the following security risks still needs to be addressed in this scenario? 

A. An employee copying gigabytes of personal video files from the employee\\'s personal laptop to their company
desktop to share files. 
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B. An employee connecting their personal laptop to use a non-company endorsed accounting application that the
employee used at a previous company. 

C. An employee using a corporate FTP application to transfer customer lists and other proprietary files to an external
computer and selling them to a competitor. 

D. An employee accidentally infecting the network with a virus by connecting a USB drive to the employee\\'s personal
laptop. 

Correct Answer: C 

 

 

QUESTION 4

A corporation implements a mobile device policy on smartphones that utilizes a white list for allowed applications.
Recently, the security administrator notices that a consumer cloud based storage application has been added to the
mobile device white list. 

Which of the following security implications should the security administrator cite when recommending the application\\'s
removal from the white list? 

A. Consumer cloud storage systems retain local copies of each file on the smartphone, as well as in the cloud, causing
a potential data breach if the phone is lost or stolen. 

B. Smartphones can export sensitive data or import harmful data with this application causing the potential for DLP or
malware issues. 

C. Consumer cloud storage systems could allow users to download applications to the smartphone. Installing
applications this way would circumvent the application white list. 

D. Smartphones using consumer cloud storage are more likely to have sensitive data remnants on them when they are
repurposed. 

Correct Answer: B 

 

 

QUESTION 5

An administrator has a system hardening policy to only allow network access to certain services, to always use similar
hardware, and to protect from unauthorized application configuration changes. 

Which of the following technologies would help meet this policy requirement? (Select TWO). 

A. Spam filter 

B. Solid state drives 

C. Management interface 

D. Virtualization 
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E. Host firewall 

Correct Answer: DE 
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