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QUESTION 1

Which of the following formulas was developed by FIPS 199 for categorization of an information type? 

A. SC information type = {(confidentiality, controls), (integrity, controls), (authentication, controls)} 

B. SC information type = {(confidentiality, impact), (integrity, impact), (availability, impact)} 

C. SC information type = {(confidentiality, risk), (integrity, risk), (availability, risk)} 

D. SC information type = {(Authentication, impact), (integrity, impact), (availability, impact)} 

Correct Answer: B 

 

QUESTION 2

Adrian is the project manager of the NHP Project. In her project there are several work packages that deal with electrical
wiring. Rather than to manage the risk internally she has decided to hire a vendor to complete all work packages that
deal with the electrical wiring. By removing the risk internally to a licensed electrician Adrian feels more comfortable with
project team being safe. What type of risk response has Adrian used in this example? 

A. Mitigation 

B. Transference 

C. Avoidance 

D. Acceptance 

Correct Answer: B 

 

QUESTION 3

Which of the following assessment methods involves observing or conducting the operation of physical devices? 

A. Interview 

B. Deviation 

C. Examination 

D. Testing 

Correct Answer: D 

 

QUESTION 4

Information Security management is a process of defining the security controls in order to protect information assets.
The first action of a management program to implement information security is to have a security program in place.
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What are the objectives of a security program? Each correct answer represents a complete solution. Choose all that
apply. 

A. Security organization 

B. System classification 

C. Information classification 

D. Security education 

Correct Answer: ACD 

 

QUESTION 5

Rob is the project manager of the IDLK Project for his company. This project has a budget of $5,600,000 and is
expected to last 18 months. Rob has learned that a new law may affect how the project is allowed to proceed - even
though the organization has already invested over $750,000 in the project. What risk response is the most appropriate
for this instance? 

A. Transference 

B. Mitigation 

C. Enhance 

D. Acceptance 

Correct Answer: D 
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