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QUESTION 1

Which of the following characteristic is NOT true forWS-SecureConversation?

A. It uses derived keys to sign and encrypt the message

B. It uses asymmetric cryptography to encrypt a message

C. It uses a Security Context Token which contains a timeout

D. It uses WS-Trust protocol to establish a security context between the consumer and provider

Correct Answer: B
QUESTION 2
Refer to the exhibit.
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A developer has a JAX-WS Web service provider implementation which has two operations, as shown in the exhibit.
The developer wants to enable LTPA with HTTPS protection for the web service. This can be accomplished by
attaching:

A. Two policy sets: one with LTPA enabled; and one with "SSL transport" policy to the service

B. A policy set with "WS-Security" policy LTPA enabled and "SSL transport" policy to the port

C. A policy set with "WS-Security" policy LTPA enabled and "SSL transport" policy to the service

D. A policy set with "WS-Security" policy LTPA enabled and "SSL transport" policy to the operation "A" only

E. A policy set with "WS-Security" policy LTPA enabled and "SSL transport" policy to the operation "B" only

F. A policy set with "WS-Security" policy LTPA enabled to the service and set to "CONFIDENTIAL" in web.xml

Correct Answer: BCF
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QUESTION 3

What must be included in a SOAP fault message when an error occurs due to a value in the message Body element?

A. A detail element

B. A Body fault code

C. An application-specific fault code

D. A fault string element with a value of "Body"

Correct Answer: A

QUESTION 4

Which statement is true for WS-Security Kerberos Token Profile?
A. It leverages the SPNEGO protocol

B. It can only be used for authentication

C. It can be used to provide session-based security

D. It can be used to provide asymmetric cryptography protection

Correct Answer: C

QUESTION 5

Which of the following can be changed using Web Services Explorer?
A. Endpoint URL

B. Policy Set Attachment

C. Adding HTTP Headers

D. Adding SOAP Headers

E. Input values to the request

F. JSR-109 Deployment Descriptors

Correct Answer: ADE
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