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QUESTION 1

AppScanreported a large number of idden files, which you know do not exist on your Web server. What is the likely
cause? 

A. You did not define a custom error page. 

B. AppScan created all these files on the server. 

C. You did not exclude third-party domains. 

D. Somebody put the files on the server. 

Correct Answer: A 

 

QUESTION 2

Which username/passwords combination would NOT be reported as predictable by AppScan? 

A. admin/admin 

B. johnr/Na2acrA 

C. user1/password 

D. johnr/nascar 

Correct Answer: B 

 

QUESTION 3

When can an injection type attack occur? 

A. when the database is set up on a server outside the demilitarized zone 

B. when an error message is generated by the Web server 

C. when user-supplied data is sent to an interpreter as part of a command, query, or data 

D. when too many users have ADMIN credentials to the Web server console 

Correct Answer: C 

 

QUESTION 4

What is the problem with the following session pattern? Good morning, John! 

A. The pattern does not match the session token pattern. 
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B. This in-session pattern can change on the site. 

C. This in-session pattern can be changed in the scan configuration. 

D. Multiple threads can parse this string incorrectly. 

Correct Answer: B 

 

QUESTION 5

How does an attacker exploit Web application vulnerabilities? 

A. by hacking the firewall 

B. by installing viruses on a usermachineby installing viruses on a user? machine 

C. by sending malicious HTTP requests 

D. by sniffing the traffic between a user and the Web server 

Correct Answer: C 
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