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QUESTION 1

Which statement is true about application-specific vulnerabilities?

A. They exist in third-party components and are fixed by applying security patches.

B. They are caused by insecure coding and are fixed by modifying the application code.

C. They are detected using application security scanners and exist in third-party components.
D. They are known vulnerabilities and are fixed by modifying the application code.

Correct Answer: B

QUESTION 2

Which type of parameters does AppScan manipulate when testing a .Net Web Service
A. JSON parameters

B. All custom parameters

C. SOAP parameters

D. POST parameters

Correct Answer: C

QUESTION 3

Where can you find details about a test AppScan executed during a scan?
A. in the Application Data view

B. in the Request/Response view

C. in the Original HTTP Traffic view

D. in the Fix Recommendation view

Correct Answer: B

QUESTION 4
How does in-session detection work?
A. checks if the in-session pattern is present in every test response you receive from the site

B. pings the application every 5 seconds and verifies the connection
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C. sends the in-session detection request every 5 seconds and verifies that the in-session pattern exists
D. updates the session token values to ensure that the user is still logged in

Correct Answer: C

QUESTION 5

You expect your scan to cover around 500 pages, but instead it covers 55. What are three possible reasons for this?
(Choose three.)

A. You chose the wrong test policy.

B. The login failed.

C. You specified only one connection.

D. JavaScript Execution was not enabled.
E. The redundant path limit was set too low.

Correct Answer: BDE
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