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QUESTION 1

What is the problem with the following session pattern? Good morning, John!
A. The pattern does not match the session token pattern.

B. This in-session pattern can change on the site.

C. This in-session pattern can be changed in the scan configuration.

D. Multiple threads can parse this string incorrectly.

Correct Answer: B

QUESTION 2

What are the implications of Malicious File Execution vulnerabilities?
A. user impersonation and authentication bypass

B. authentication bypass and site defacement

C. site defacement and complete takeover of the application

D. complete takeover of the application and user impersonation

Correct Answer: C

QUESTION 3
HTTP request 1: 1234 and \\'foobar\\'=\\'foobar\\' HTTP request 2: 1234 and \\'boofar\\'=\\'foobar\\'
HTTP request 3: 1234 or \\'barfoo\\'=\\'foobar\\

Upon reviewing the three responses, you notice that response 1 and response 3 are identical and response 2 only
differs in the fact that the date and time on the page changed (i.e. 23:59 Dec 31, 2008 to 00:01 Jan 1, 2009).

What do you conclude from this information?

A. This is a false positive.

B. This is an actual vulnerability.

C. No conclusions can be made, given the information provided.
D. AppScan failed to log in.

Correct Answer: A
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QUESTION 4

You are scanning a Web application in a pre-production environment. During your initial assessment, you notice that
some of the links are specified by IP and some by host name. Your starting URL contains an IP address,
http://12.34.56.67/ default.jsp. When the scan completes, you discover that it has not covered a significant portion of
your Web application. What could be the reason?

A. The host name is not added to the list of additional domains and servers.

B. The scan is configured to use only one connection.

C. There is no route to IP 12.34.56.67.

D. You are not licensed to scan IP 12.34.56.67.

Correct Answer: A

QUESTION 5

You are scanning a Web site in a pre-production environment. You notice that your scan is running very slowly and
there are numerous communication errors. What would you do to resolve the problem?

A. increase the number of threads and decrease the timeout limit
B. decrease the number of threads and increase the timeout limit
C. increase the number of threads and increase the timeout limit
D. set the timeout to O for infinite timeout

Correct Answer: B
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