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QUESTION 1

Your site contains the following URL:
http://www.mycompany.com/smb/default.jsp?page=wireless
In this URL, the Page parameter defines a unique page.
How would you configure AppScan to fully explore this site?
A. turn off Redundant Path limit

B. ensure JavaScript Execute is turned on

C. ignore the Page parameter

D. track the Page parameter

Correct Answer: A

QUESTION 2

Which lines in an HTTP response would trigger a positive result from an AppScan test for a vulnerability of type Possible
Server Path Disclosure Pattern Found?

A.

B.

C. d:\backup\website\oldfiles

D. ./images/header/ibm/logoBigBlue.jpg

Correct Answer: C

QUESTION 3

What does secure session management require?

A. session tokens that are given long lifetimes

B. session tokensthat are invalidated when the user logs out
C. session tokensthat are persistent

D. session tokens that are numeric

Correct Answer: B
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QUESTION 4

How does in-session detection work?

A. checks if the in-session pattern is present in every test response you receive from the site

B. pings the application every 5 seconds and verifies the connection

C. sends the in-session detection request every 5 seconds and verifies that the in-session pattern exists
D. updates the session token values to ensure that the user is still logged in

Correct Answer: C

QUESTION 5

AppScan received the following test response:

An Error Has Occurred

Summary:

Syntax error in string in query expression \Wuserid = W\\'. Error Message:
System.Data.OleDb.OleDbException: Syntax error in string in query expression \Wuserid = \\'\\'. at
System.Data.OleDb.OleDbCommand.ExecuteCommandTextForSingleResult(tagDBPARAMS dbParams, Object
executeResult) at ?

Which type of vulnerability does this error message indicate?

A. SQL Injection

B. Blind SQL Injection

C. XSS

D. Possible Server Path Disclosure Found

Correct Answer: A
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