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QUESTION 1

Which feature on Windows Phone 8.1 provides secure encryption of all user data stored locally on internal data
partitions? 

A. Secure Boot 

B. Encrypted File System 

C. BitLocker 

D. TrueCrypt 

Correct Answer: C 

The Windows Phone OS supports using BitLocker technology to encrypt all user data stored locally on internal data
partitions. 

Reference: Secure boot and device encryption overview https://dev.windowsphone.com/en-US/OEM/docs/Phone_Bring-
Up/Secure_boot_and_device_encryption_overview 
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QUESTION 2

Match each type of malware to its definition. 

To answer, drag the appropriate malware type from the column on the left to the definition on the right. Each malware
type may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view 

content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 

https://www.malwarefox.com/malware-types/#tab-con-6 

 

QUESTION 3

You are using dual monitors on a Windows 8.1 computer. You want to move system tray to the secondary monitor.
Which Display option in Control Panel should you select? 

A. Make this my main display 

B. Landscape orientation 

C. PC Screen only 

D. Extend desktop to this display 
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Correct Answer: A 

 

 

QUESTION 4

Your company uses Windows 10 Work Folders on personal devices. The devices are all registered in Microsoft Intune. 

You need to enforce the following security requirements on the personal devices: 

Company data can be removed if an employee is terminated. Company data cannot be accessed if a devise is lost or
stolen. 

What should you do? 

A. Enable selective wipe, and enforce a lock screen and password 

B. Enable selective wipe, and secure files transfers with SSL 

C. Enable selective wipe, and enforce encryption 

D. Enforce encryption and enforce a lock screen and password 

Correct Answer: C 

*

 Microsoft Intune provides selective wipe, full wipe, remote lock, and passcode reset capabilities. A selective wipe to
remove only company data. 

*

 Encryption on Mobile Devices can be managed with Configuration Manager and Intune 

Reference: Help protect your data with remote wipe, remote lock, or passcode reset using Microsoft Intune
https://technet.microsoft.com/en-us/library/jj676679.aspx Reference: Managing Encryption on Mobile Devices with
Configuration Manager and Intune http://blogs.technet.com/b/pauljones/archive/2014/08/04/managing-encryption-on-
mobile-devices-with-configuration-manager-and-intune.aspx 

 

QUESTION 5

You are setting up the networking for a single-site motel. For three different classes of users, you need to specify the
most privileged network segment each can access. 

Match each network to the class of users that cam access it. 

Instructions: To answer, drag the appropriate network from the column of the left to the class of users on the right. Each
network may be used once, more than once, or not at all. Each correct match is worth one point. 

Select and Place: 
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Correct Answer: 

*

 Guest have only public access. 

*

 Only the Employees have access to the private network. 

*

 An extranet is a private network that uses Internet technology and the public telecommunication system to securely
share part of a business\\'s information or operations with suppliers, vendors, partners, customers, or other businesses.
Reference: http://en.wikipedia.org/wiki/Extranet 
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