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QUESTION 1

You manage 200 desktop computers at your school\\'s main computer lab. The computers run Microsoft Windows 10.
A critical update was released.

You need to determine if the update was installed on one of the computers in the lab. What should you do?
A. View the Event Viewer Security log

B. Check System Status in Control Panel

C. View Windows update history

D. Go to the System Action Center

Correct Answer: C

Follow these steps to see which Windows updates are installed on your computer.

1.

Open Windows Update by clicking the Start button Picture of the Start button. In the search box, type Update, and then,
in the list of results, click Windows Update.

2.
In the left pane, click View update history.

Reference: See which Windows updates are installed http://windows.microsoft.com/en-us/windows/which-windows-
updates-installed#1TC=windows-7

QUESTION 2

Instructions: For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct
selection is worth one point.

Hot Area:
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Answer Area Yes No

SSL can be used to sccure network connec- o o
tions to websites

You can use SSL for both encryption and au- o o
thentication

SSL requires both the client and server to o o
have certificates

Correct Answer:

Answer Area Yes No

SSL can be used to sccure network connec- o o
tions to websites

You can use SSL for both encryption and au- o] O
thentication

SSL requires both the client and server to o ol
have certificates

Secure Sockets Layer (SSL) is a cryptographic protocol designed to provide communications security over a computer
network, such as secure connections to websites.

*

SSL is used for encryption but not for authentication.
There is SSL for the web server, but the client does not have a SSL certificate.
SSL Certificates are small data files that digitally bind a cryptographic key to an organization\\'s details.

When installed on a web server, it activates the padlock and the https protocol (over port 443) and allows secure
connections from a web server to a browser.

Reference: https://www.globalsign.com/en/ssl-information-center/what-is-an-ssl-certificate/
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QUESTION 3
This question requires that you evaluate the underlined text to determine if it is correct.

When BitLocker is enabled and and protecting a local drive, Trusted Platform Module (TPM) provides "pre-start system
integrity verification for system and operating system drives". Instructions: Review the underlined text. If it makes the

statement correct, select "No change is needed". If the statement is incorrect, select the answer choice than makes the
statement correct.

A. No change is needed

B. 256-bit encryption that uses Advanced Encryption Standard (AES)

C. a location that stores recovery keys for removable drives

D. boot sector mapping for the startup process

Correct Answer: C

Computers that incorporate a TPM have the ability to create cryptographic keys and encrypt them so that they can be
decrypted only by the TPM. This process, often called "wrapping” or "binding" a key, can help protect the key from
disclosure. Each TPM has a root "wrapping" key, called the Storage Root Key (SRK), which is stored within the TPM
itself. The private portion of a key created in a TPM is never exposed to any other component, software, process, or

person.

Reference: Windows Trusted Platform Module Management Step-by-Step Guide https://technet.microsoft.com/en-
us/library/cc749022%28v=ws.10%29.aspx

QUESTION 4

Match each type of malware to its definition.

To answer, drag the appropriate malware type from the column on the left to the definition on the right. Each malware
type may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view

content.

NOTE: Each correct selection is worth one point.

Select and Place:
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Malware type Answer Area
Vimus tracks a user's computer usage
Spyware sends copies of itself to other
- machines
Worm .
spreads when an executable is
initiated bya user
Correct Answer:
Malware type Answer Area

‘ tracks a user's computerusage | Spyware

‘ sends copies of itself to other
- s machines Worm

spreads when an executable is

initiated by a user Virus

https://www.malwarefox.com/malware-types/#tab-con-6

QUESTION 5
Your new Windows 8.1 computer is connected to your home wireless network.

You want to share music and photos on your new computer with other members of your family. You want to avoid
setting up separate user accounts for each member of your family. A single password for all the shared files will suffice.

Which Windows 8.1 networking feature satisfies these requirements?

A. Network Discovery

B. HomeGroup

C. Virtual Private Network

D. Broadband (PPPOE)

Correct Answer: B

A homegroup makes it easier to share files and printers on a home network. You can share pictures, music, videos,
documents, and printers with other people in your homegroup. Other people can\\'t change the files that you share,

unless you give them permission to do so.

Reference: http://windows.microsoft.com/en-us/windows7/what-is-a-homegroup
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