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QUESTION 1

Which password attack uses all possible alpha numeric combinations? 

A. Social engineering 

B. Brute force attack 

C. Dictionary attack 

D. Rainbow table attack 

Correct Answer: C 

 

QUESTION 2

The company that you work for wants to set up a secure network, but they do not have any servers. Which three
security methods require the use of a server? (Choose three.) 

A. 802.1x 

B. WPA2 Personal 

C. WPA2 Enterprise 

D. RADIUS 

E. 802.11ac 

Correct Answer: ACD 

 

QUESTION 3

Which of the following is used to describe the policy of maximum password age? 

A. It is used to determine how old the user has to create a password. 

B. It is a time duration before a password is required to be public. 

C. It is a time duration before a password is required to be changed. 

D. It determines how old the password must be before the user is permitted to change it. 

Correct Answer: C 

The policy of maximum password age defines a time duration before a password is required to be changed. 

 

QUESTION 4
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Mark works as the Network Administrator of a Windows 2000 based network. In order to reduce the administrative
burden and to optimize the network performance, he implements the DHCP and the DNS servers on the network. What
will he do integrate the working between the DHCP and the DNS servers? Each correct answer represents a part of the
solution. Choose two. 

A. Configure the clients to use the DHCP server. 

B. Enable DNS updates on the DHCP server. 

C. Enable dynamic update on the DNS server. 

D. Use the TCP/IP protocol on the network. 

Correct Answer: BC 

Answer: B and C To ensure proper DHCP-DNS integration, Mark must enable dynamic DNS support on the DNS server
as well as on the DHCP server. In the Windows 2000 Server, the DHCP service provides support to register and update
information for legacy DHCP clients in DNS zones. Legacy clients typically include other Microsoft TCP/IP client
computers that were released prior to Windows 2000 like Windows 9x, Windows NT. The DNS-DHCP integration,
provided in the Windows 2000 Server, enables a DHCP client that is unable to dynamically update DNS resource
records directly to have this information updated in the DNS forward, and reverse lookup zones by the DHCP server.
Note: Dynamic integration with the DHCP service is available only with Windows 2000 Server. DNS-DHCP integration is
not supported by DHCP servers running under Windows NT Server 4.0 and earlier versions. 

 

QUESTION 5

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point. 

Hot Area: 

Correct Answer: 
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Biometric devices, such as finger scanners consist of a reader or scanning device, Software that converts the scanned
information into digital form and compares match points, and a database that stores the biometric data for comparison.
To prevent identity theft, biometric data is usually encrypted when it is gathered. 
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