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QUESTION 1

Mark works as a Systems Administrator for TechMart Inc. The company has a Windows-based network. The company
is adding an open, high-speed, wireless access for their customers and secured wireless for employees at all 37
branches. He wants to check the various security concerns for ensuring that business traffic is secured. He is also in
under pressure to make this new feature a winning strategy for a company. Mark wants the employees to be free to
troubleshoot their own wireless connections before contacting him. Which of the following is the basic troubleshooting
step that he can ask them to do?

A. To power cycle the wireless access points and then reboot the systems.

B. To configure the network to use only Extensible Authentication Protocol (EAP).

C. To reboot the computers they are using and then use the MAC filtering.

D. To right-click the network icon in the system tray and then select Troubleshoot Problems.

Correct Answer: D

The basic troubleshooting step that Mark can ask his employees is to right-click the network icon in the system tray and
then select Troubleshoot Problems. Answer: B is incorrect. Extensible Authentication Protocol (EAP) is defined as an

authentication framework providing for the transport and usage of keying material and parameters that are generated by
EAP methods. EAP is not a wire protocol and it defines only message formats.

QUESTION 2

Installing uninterruptible power sources to your servers is an example of ensuring:
A. integrity

B. a backup strategy

C. availability

D. accessibility

Correct Answer: A

QUESTION 3

Which attack listens to network traffic of a computer resource?
A. Resource gathering

B. Denial of service

C. ARP poisoning

D. Eavesdropping

E. Logic bomb
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Correct Answer: D

Eavesdropping In general, the majority of network communications occur in an unsecured or "cleartext" format, which
allows an attacker who has gained access to data paths in your network to "listen in" or interpret (read) the traffic. When
an attacker is eavesdropping on your communications, it is referred to as sniffing or snooping. The ability of an
eavesdropper to monitor the network is generally the biggest security problem that administrators face in an enterprise.
Without strong encryption services that are based on cryptography, your data can be read by others as it traverses the
network.

QUESTION 4

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point.

Hot Area:
Answer Area
Yes No
Because senior executives have rights to access sensitive data, they O ®)
should use administrator accounts.
The User Account Control (UAC) has one overall goal: to grant users the O '®
lowest level permissions required to complete their tasks.
System administrators should use a standard user account when -
performing routine functions like reading emails and browsing the O O
Internet
Correct Answer:
Answer Area
Yes No
Because senior executives have rights to access sensiive data, they O | @)
should use administrator accounts.
The User Account Control (UAC) has one overall goal: to grant users the | @) | ®,
lowest level permissions required to complete their tasks.
System administrators should use a standard user account when | | —
performing routine functions like reading emails and browsing the O O

Internet
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QUESTION 5

The name of a particular wireless LAN that is broadcast on a network is referred to as a:
A. MAC address

B. Basis Service Set (BSS)

C. Wireless Access Point (WAP)

D. Service Set Identifier (SSID)

Correct Answer: D
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