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QUESTION 1

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point. 

Hot Area: 

Correct Answer: 

 

 

QUESTION 2

Kerberos prevents: 
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A. Denial of Service attacks 

B. spyware distribution 

C. file corruption 

D. replay attacks 

Correct Answer: D 

 

QUESTION 3

You work as a Network Administrator for Net Perfect Inc. The company has a Windows Server 2008 network
environment. The network is configured as a Windows Active Directory-based single forest single domain network. You
want to configure Network Access Protection (NAP) on your network. You want that the clients connecting to the
network must contain certain configurations. Which of the following Windows components ensure that only clients
having certain health benchmarks access the network resources? Each correct answer represents a part of the solution.
Choose two. 

A. Windows Firewall 

B. System Health Agents (SHA) 

C. Terminal Service 

D. System Health Validators (SHV) 

E. TS Gateway 

Correct Answer: BD 

Answer: B and D The System Health Agents (SHA) and System Health Validators (SHV) are the components of
Windows Server 2008 to validate a computer\\'s health against a configured set of security benchmarks. These
components are parts of Network Access Protection deployed on a network. The SHV component specifies which
benchmarks the client must meet. The SHA component specifies configuration against those benchmarks that are being
tested. They ensure that computers accessing resources on the network meet certain client health benchmarks.
Answer: A is incorrect. Windows firewall is used to prevent network from unauthorized access. It can be one of the
benchmarks configured for health checkup. Answer: E and C are incorrect. TS Gateway and Terminal Service are not
used to enforce configurations specified in the 

 

QUESTION 4

In which of the following is the file audit events are written when auditing is enabled? 

A. File system ACL 

B. Biometric device 

C. Network Access Control List 

D. Security event log 

Correct Answer: D 
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The various enabled file auditing events are documented and written in the security event log Answer: A is incorrect. A
filesystem ACL is deifned as a data structure (usually a table) that contains entries specifying individual user or group
rights to specific system objects like programs, processes, or files. These entries are known as access control entries
(ACEs) in the Microsoft Windows NT, OpenVMS, Unix-like, and Mac OS X operating systems and each of the
accessible object contains an identifier to its ACL. The permissions are used to find the particular access rights, such as
whether a user is able to read from, write to, or execute an object. Answer: C is incorrect. Network Access Control List is
defined as a set of rules applied to port numbers or network daemon names that are available on a host or other layer 3,
and attached with a list of hosts and networks permitted to use the various defined service. The individual servers and
routers can have network ACLs. It is used to control both inbound and outbound traffic as firewall does. Answer: B is
incorrect. A biometric device is used for uniquely recognizing humans based upon one or more intrinsic, physical, or
behavioral traits. Biometrics is used as a form of identity access management and access control. It is also used to
identify individuals in groups that are under surveillance. Biometric characteristics can be divided into two main classes:
1.Physiological: These devices are related to the shape of the body. These are not limited to the fingerprint, face
recognition, DNA, hand and palm geometry, and iris recognition, which has largely replaced the retina and odor/scent.
2.Behavioral: These are related to the behavior of a person. They are not limited to the typing rhythm, gait, and voice. 

 

QUESTION 5

Match the components of a secure website with their role in securing communication. 

Instructions: To answer, drag the appropriate component from the column on the left to its role on the right. 

Each component may be used once, more than once or not at all. You may need to drag the split bar between panes or
scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer:  
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