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QUESTION 1

You are trying to connect to an FTP server on the Internet from a computer in a school lab. You cannot get a
connection. You try on another computer with the same results. The computers in the lab are able to browse the
Internet. 

You are able to connect to this FTP server from home. 

What could be blocking the connection to the server? 

A. A layer-2 switch 

B. A wireless access point 

C. A firewall 

D. A layer-2 hub 

Correct Answer: C 

 

QUESTION 2

The client computers on your network are stable and do not need any new features. Which is a benefit of applying
operating system updates to these clients? 

A. Keep the software licensed 

B. Keep the server ports available 

C. Update the hardware firewall 

D. Close existing vulnerabilities 

Correct Answer: D 

 

QUESTION 3

Setting a database to run on a cluster of servers is an example of applying: 

A. accessibility 

B. availability 

C. confidentially 

D. integrity 

Correct Answer: A 
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QUESTION 4

Which of the following are the types of group scopes? Each correct answer represents a complete solution. Choose all
that apply. 

A. Global 

B. Domain Users 

C. Universal 

D. Domain local 

Correct Answer: ACD 

Answer: D, A, and C Following are the types of group scopes: 1.Domain local 2.Global 3.Universal 

 

QUESTION 5

Which of the following is a security protocol that is used to protect data from being modified, corrupted, or accessed
without authorization? 

A. Honeypot 

B. IP Security (IPsec) 

C. DNSSEC 

D. Protocol spoofing 

Correct Answer: B 

Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP) communications by authenticating
and encrypting each IP packet of a data stream. IPsec also includes protocols for establishing mutual authentication
between agents at the beginning of the session and negotiation of cryptographic keys to be used during the session.
IPsec can be used to protect data flows between a pair of hosts, between a pair of security gateways, or between a
security gateway and a host. Answer: C is incorrect. Domain Name System Security Extensions (DNSSEC) is a suite of
Internet Engineering Task Force (IETF) specifications for securing certain kinds of information provided by the Domain
Name System (DNS) as used on Internet Protocol (IP) networks. It is a set of extensions to DNS which provide to DNS
clients origin authentication of DNS data, authenticated denial of existence, and data integrity, but not availability or
confidentiality. Answer: A is incorrect. A honey pot is a computer that is used to attract potential intruders or attackers. It
is for this reason that a honey pot has low security permissions. A honey pot is used to gain information about the
intruders and their attack strategies. Answer: D is incorrect. Protocol spoofing is used in data communications for
enhancing the performance in situations where an currently working protocol is inadequate. In a computer security
context, it refers to several forms of falsification of technically unrelated data. 
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