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QUESTION 1

You would implement a wireless intrusion prevention system to:
A. Prevent wireless interference

B. Detect wireless packet theft

C. Prevent rogue wireless access points

D. Enforce SSID broadcasting

Correct Answer: C

Reference: http://en.wikipedia.org/wiki/Wireless_intrusion_prevention_system

QUESTION 2

Physically securing servers prevents:
A. Theft

B. Compromise of the certificate chain
C. Man-in-the middle attacks

D. Denial of Service attacks

Correct Answer: A

QUESTION 3

Which of the following can be implemented to decrease the number of times a user is required to be authenticated for
access a particular resource?

A. TCP/IP protocol

B. Network Directory Access Protocol

C. Kerberos

D. Single Sign-on (SSO)

Correct Answer: D

Single sign-on (SSO) is defined as a mechanism in which a single action of user authentication and authorization is
used to allow a user to access all computers and systems where he got a access permission, without entering

passwords for

multiple times.
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Answer: C is incorrect. Kerberos is defined as a secure method used for authenticating a request for a service in a
computer network. Answer: A is incorrect. TCP/IP protocol is used to define the rule computers are required to follow
for

communicating with each other over the internet. Answer: B is incorrect. This is an invalid Answer:

QUESTION 4

Which of the following actions should be taken so that the computer requires confirmation before installing an ActiveX
component?

A. Configuring a firewall on the network

B. Configuring the settings on the Web Browser
C. Installing an anti-virus software

D. Configuring DMZ on the network

Correct Answer: B

Configuring the settings on the Web browser will enable a computer to ask for confirmation before installing an ActiveX
component. This will enable users to prevent the download of potentially unsafe controls onto the computer. ActiveX

controls are software components that can be integrated into Web pages and applications, within a computer or among
computers in a network, to reuse the functionality. Reusability of controls reduces development time of applications and

improves program interfaces.
They enhance the Web pages with formatting features and animation. ActiveX controls can be used in applications
written in different programming languages that recognize Microsoft\\'s Component Object Model (COM). These

controls

always run in a container. ActiveX controls simplify and automate the authoring tasks, display data, and add functionality
to Web pages.

Answer: A and D are incorrect. Configuring a firewall or DMZ will not help in accomplishing the task.

QUESTION 5

Which enables you to change the permissions on a folder?
A. Take ownership

B. Extended attributes

C. Auditing

D. Modify

Correct Answer: D
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