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QUESTION 1
This question requires that you evaluate the underlined text to determine if it is correct.
An example of physical security for a laptop is a/an cable lock.

Instructions: Review the underlined text. If it makes the statement correct, select "No change is needed." If the
statement is incorrect, select the answer choice that makes the statement correct.

A. docking station

B. fingerprint reader

C. external USB drive
D. No change is needed

Correct Answer: D

QUESTION 2

Which of the following protocols is used to secure workstation and computer authentication across the network?

A. TCP/IP

B. Network Directory Access Protocol

C. Kerberos

D. Lightweight Directory Access Protocol

Correct Answer: C

Kerberos is defined as a secure method used for authenticating a request for a service in a computer network.

Answer: D is incorrect. The Lightweight Directory Access Protocol (LDAP) is defined as a directory service protocol that
is used to provide a mechanism used to connect to, search, and modify Internet directories. Answer: A is incorrect.

TCP/

IP protocol is used to define the rule computers are required to follow for communicating with each other over the
internet.

Answer: B is incorrect. This is an invalid Answer: .

QUESTION 3

What are the main classes of biometric characteristics? Each correct answer represents a complete solution. Choose
two.

A. Psychological
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B. Behavioral

C. Fundamental

D. Physiological

Correct Answer: BD

Answer: D and B

A biometric device is used for uniquely recognizing humans based upon one or more intrinsic, physical, or behavioral
traits. Biometrics is used as a form of identity access management and access control. It is also used to identify
individuals

in groups that are under surveillance.

Biometric characteristics can be divided into two main classes:

1.Physiological: These devices are related to the shape of the body. These are not limited to the fingerprint, face
recognition, DNA, hand and palm geometry, and iris recognition, which has largely replaced the retina and odor/scent.

2.Behavioral: These are related to the behavior of a person. They are not limited to the typing rhythm, gait, and voice.

Answer: A and C are incorrect. These are not the classes of biometric characteristics.

QUESTION 4

Mark works as a Network Administrator for TechMart Inc. The company has a Windows-based network. Mark wants to
implement a method to ensure that the mobile devices are in a good state of security health when they are trying to
access the corporate network. For this purpose, Mark is using NAP. Which of the following will he do for those
computers in the network that are not compatible with NAP?

A. Define exceptions in NAP for computers that are not compatible with NAP.

B. Hide those computers that are not compatible with NAP.

C. Remove those computers that are not compatible with NAP.

D. Do not use the NAP, if any of the computers is showing incompatibility in the entire network.

Correct Answer: A

Network Access Protection (NAP) is a set of operating system components included with the Windows Server 2008 and
Windows Vista/7 operating systems. It ensures that the client computers on a private network meet administrator-
defined requirements for system health. NAP policies define the required configuration and update status for a client
computer\\'s operating system and critical software. For example, an administrator can set policies that computers might
be required to have antivirus software with the latest virus definition installed and current operating system updates.
Using NAP, a network administrator can enforce compliance with health requirements for the client computers
connection to the network. NAP helps network administrators to reduce the risk caused by improperly configured client

computers that might be exposed to viruses and other malicious software. It is required to define exceptions in NAP for
those devices that are not compatible with NAP.

QUESTION 5
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Alice sends her password to the game server in plaintext. Chuck is able to observe her password as shown in the

following image:

Alice

Chuck

Use the drop-down menus to select the answer choice that completes each statement. Each correct selection is worth

one point.

Hot Area:

Answer Area

The scenario demonstrated is a(n)
[answer choice] attack.

Alice should [answer choice] to avoid
this type of attack.

Correct Answer:

Answer Area

The scenario demonstrated is a(n)
[answer choice] attack.

Alice should [answer choice] to avoid
this type of attack.
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