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QUESTION 1

This question requires that you evaluate the underlined text to determine if it is correct. 

"WEP" wireless encryption is the most susceptible to interception and decryption. 

Select the correct answer if the underlined text does not make the statement correct. Select \\'No change is needed\\'\\'
if the underlined text makes the statement correct 

A. WPA-AES 

B. WPA2 

C. WPA-PSK 

D. No change is needed 

Correct Answer: D 

Several weaknesses have been discovered using WEP encryption that allows an attacker using readily available
software to crack the key within minutes. 

 

QUESTION 2

Which technology can you use to extend an internal network across shared or public networks? 

A. VLAN 

B. Microsoft ASP-NET 

C. Microsoft .NET Framework 

D. VPN 

Correct Answer: D 

VPN is a network that is constructed by using public wires -- usually the Internet -- to connect to a private network, such
as a company\\'s internal network. 

 

QUESTION 3

What are two characteristics of switches? (Choose two.) 

A. Switches identify the intended destination of the data that they receive 

B. Switches cause more data collisions than hubs 

C. Switches are capable of sending and receiving data at the same time 

D. Switches send each packet to all of the computer that are connected to them 
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Correct Answer: AC 

 

QUESTION 4

This question requires that you evaluate the underlined text to determine if it is correct. 

According to the OSI model, encryption takes place on the "transport layer". 

Select the correct answer if the underlined text does not make the statement correct. Select \\'No change is needed" if
the underlined text makes the statement correct. 

A. Presentation 

B. Network 

C. Application 

D. No change is needed 

Correct Answer: A 

SSL or TLS encryption takes place at the presentation layer, Layer 6 of the OSI model. 

 

QUESTION 5

This question requires that you evaluate the underlined text to determine if it is correct. 

An Address Resolution Protocol (ARP) table is used to associate IP addresses with "host names". 

Select the correct answer if the underlined text does not make the statement correct. Select \\'No change is needed" if
the underlined text makes the statement correct. 

A. MAC addresses 

B. HomeGroup membership 

C. Preferred routers 

D. No change is needed 

Correct Answer: A 

Address Resolution Protocol (ARP) is a protocol for mapping an Internet Protocol address (IP address) to a physical
machine address (MAC address) that is recognized in the local network. 
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