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QUESTION 1

A newly-hired CISO needs to understand the organization\\'s financial management standards for business units and
operations. Which of the following would be the best source of this information? 

A. The internal accounting department 

B. The Chief Financial Officer (CFO) 

C. The external financial audit service 

D. The managers of the accounts payables and accounts receivables teams 

Correct Answer: B 

 

 

QUESTION 2

Simon had all his systems administrators implement hardware and software firewalls to ensure network security. They
implemented IDS/IPS systems throughout the network to check for and stop any unauthorized traffic that may attempt to
enter. Although Simon and his administrators believed they were secure, a hacker group was able to get into the
network and modify files hosted on the company\\'s website. After searching through the firewall and server logs, no one
could find how the attackers were able to get in. He decides that the entire network needs to be monitored for critical
and essential file changes. This monitoring tool alerts administrators when a critical file is altered. What tool could Simon
and his administrators implement to accomplish this? 

A. They need to use Nessus. 

B. They can implement Wireshark. 

C. Snort is the best tool for their situation. 

D. They could use Tripwire. 

Correct Answer: D 

 

 

QUESTION 3

When information security falls under the Chief Information Officer (CIO), what is their MOST essential role? 

A. Oversees the organization\\'s day-to-day operations, creating the policies and strategies that govern operations 

B. Enlisting support from key executives the information security program budget and policies 

C. Charged with developing and implementing policies designed to protect employees and customers\\' data from
unauthorized access 

D. Responsible for the success or failure of the IT organization and setting strategic direction 
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Correct Answer: D 

Reference: https://www.investopedia.com/terms/c/cio.asp 

 

QUESTION 4

Risk appetite is typically determined by which of the following organizational functions? 

A. Business units 

B. Board of Directors 

C. Audit and compliance 

D. Security 

Correct Answer: B 

The risk appetite of an organization refers to the level of risk that an organization is willing to accept to achieve its
objectives. This decision is typically made by senior management or the board of directors, as they are responsible for
setting the overall strategic direction and risk tolerance of the organization. Business units, audit and compliance, and
security may provide input into the risk appetite decision-making process, but they do not typically have the authority to
make the final decision. 

 

QUESTION 5

The process to evaluate the technical and non-technical security controls of an IT system to validate that a given design
and implementation meet a specific set of security requirements is called____________________. 

A. Security certification 

B. Security accreditation 

C. Alignment with business practices and goals. 

D. Security system analysis 

Correct Answer: A 
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