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QUESTION 1

An organization has a stated requirement to block certain traffic on networks. The implementation of controls will disrupt
a manufacturing process and cause unacceptable delays, resulting in sever revenue disruptions.

Which of the following is MOST likely to be responsible for accepting the risk until mitigating controls can be
implemented?

A. Audit and Compliance
B. The CFO

C. The CISO

D. The business owner

Correct Answer: D

QUESTION 2

What does RACI stand for?

A. Reasonable, Actionable, Controlled, and Implemented
B. Responsible, Actors, Consult, and Instigate

C. Responsible, Accountable, Consulted, and Informed
D. Review, Act, Communicate, and Inform

Correct Answer: C

Reference: https://www.google.com/search?g=What+does+RACI+stand+forandog=What+does+RACI+stand
+forandags=edge..69i57.220j0j4andsourceid=chromeandie=UTF-8

QUESTION 3

Scenario: You are the newly hired Chief Information Security Officer for a company that has not previously had a senior
level security practitioner. The company lacks a defined security policy and framework for their Information Security
Program. Your new boss, the Chief Financial Officer, has asked you to draft an outline of a security policy and
recommend an industry/sector neutral information security control framework for implementation.

Which of the following industry / sector neutral information security control frameworks should you recommend for
implementation?

A. Payment Card Industry Digital Security Standard (PCI DSS)
B. National Institute of Standards and Technology (NIST) Special Publication 800-53

C. International Organization for Standardization — ISO 27001/2
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D. British Standard 7799 (BS7799)

Correct Answer: C

QUESTION 4

What are the common data hiding techniques used by criminals?

A. Unallocated space and masking

B. Website defacement and log manipulation

C. Disabled Logging and admin elevation

D. Encryption, Steganography, and Changing Metadata/Timestamps
Correct Answer: D

Reference: https://cisomag.eccouncil.org/challenges-and-applications-of-digital-forensics/

QUESTION 5

Which of the following will be MOST helpful for getting an Information Security project that is behind schedule back on
schedule?

A. More frequent project milestone meetings
B. Involve internal audit

C. Upper management support

D. More training of staff members

Correct Answer: C
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