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QUESTION 1

Which of the following is a MAJOR consideration when an organization retains sensitive customer data and uses this
data to better target the organization\\'s products and services? 

A. Strong authentication technologies 

B. Financial reporting regulations 

C. Credit card compliance and regulations 

D. Local privacy laws 

Correct Answer: D 

 

QUESTION 2

In effort to save your company money which of the following methods of training results in the lowest cost for the
organization? 

A. One-One Training 

B. Self-Study (noncomputerized) 

C. Distance learning/Web seminars 

D. Formal Class 

Correct Answer: B 

 

QUESTION 3

You are having a penetration test done on your company network and the leader of the team says they discovered all
the network devices because no one had changed the Simple Network Management Protocol (SNMP) community
strings from the defaults. 

Which of the following is a default community string? 

A. Public 

B. Administrator 

C. Execute 

D. Read 

Correct Answer: A 

 

QUESTION 4
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Which of the following is the MOST effective method to counter phishing attacks? 

A. User awareness and training 

B. Host based Intrusion Detection System (IPS) 

C. Acceptable use guide signed by all system users 

D. Antispam solution 

Correct Answer: A 

Reference: https://aware.eccouncil.org/4-best-ways-to-stop-phishing-with-security-awareness.html 

 

QUESTION 5

To make sure that the actions of all employees, applications, and systems follow the organization\\'s rules and
regulations can BEST be described as which of the following? 

A. Compliance management 

B. Asset management 

C. Risk management 

D. Security management 

Correct Answer: D 

Reference: https://www.eccouncil.org/information-security-management/ 
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