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QUESTION 1

A CISO has implemented a risk management capability within the security portfolio. Which of the following terms best
describes this functionality?

A. Service

B. Program

C. Portfolio

D. Cost center

Correct Answer: B

QUESTION 2

Which of the following international standards can be BEST used to define a Risk Management process in an
organization?

A. International Organization for Standardizations 727005 (ISO-27005)
B. National Institute for Standards and Technology 800-50 (NIST 800-50)
C. Payment Card Industry Data Security Standards (PCI-DSS)

D. International Organization for Standardizations 727004 (ISO-27004)

Correct Answer: A

QUESTION 3

Who is responsible for securing networks during a security incident?
A. Security Operations Center (SOC)

B. Chief Information Security Officer (CISO)

C. Disaster Recovery (DR) manager

D. Incident response Team (IRT)

Correct Answer: D

QUESTION 4
Scenario: Critical servers show signs of erratic behavior within your organization\\'s intranet. Initial information indicates

the systems are under attack from an outside entity. As the Chief Information Security Officer (CISO), you decide to
deploy the Incident Response Team (IRT) to determine the details of this incident and take action according to the
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information available to the team. During initial investigation, the team suspects criminal activity but cannot initially prove
or disprove illegal actions.

What is the MOST critical aspect of the team\\'s activities?
A. Regular communication of incident status to executives
B. Preservation of information

C. Eradication of malware and system restoration

D. Determination of the attack source

Correct Answer: B

QUESTION 5

Devising controls for information security is a balance between?
A. Governance and compliance

B. Auditing and security

C. Budget and risk tolerance

D. Threats and vulnerabilities

Correct Answer: C

Reference: https://www.cybok.org/media/downloads/cybok_version_1.0.pdf
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