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QUESTION 1

Your company has limited resources to spend on security initiatives. The Chief Financial Officer asks you to prioritize
the protection of information resources based on their value to the company. It is essential that you be able to
communicate in language that your fellow executives will understand. 

You should: 

A. Create a detailed technical executive summary 

B. Create timelines for mitigation 

C. Calculate annual loss expectancy 

D. Develop a cost-benefit analysis 

Correct Answer: D 

 

QUESTION 2

Which of the following most commonly falls within the scope of an information security governance steering committee? 

A. Vetting information security policies 

B. Approving access to critical financial systems 

C. Interviewing candidates for information security specialist positions 

D. Developing content for security awareness programs 

Correct Answer: A 

 

QUESTION 3

A new CISO just started with a company and on the CISO\\'s desk is the last complete Information Security
Management audit report. The audit report is over two years old. 

After reading it, what should be your first priority? 

A. Review the recommendations and follow up to see if audit implemented the changes 

B. Meet with audit team to determine a timeline for corrections 

C. Have internal audit conduct another audit to see what has changed. 

D. Contract with an external audit company to conduct an unbiased audit 

Correct Answer: A 
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QUESTION 4

You are the Chief Information Security Officer of a large, multinational bank and you suspect there is a flaw in a two
factor authentication token management process. 

Which of the following represents your BEST course of action? 

A. Determine program ownership to implement compensating controls 

B. Send a report to executive peers and business unit owners detailing your suspicions 

C. Validate that security awareness program content includes information about the potential vulnerability 

D. Conduct a throughout risk assessment against the current implementation to determine system functions 

Correct Answer: D 

 

QUESTION 5

A security manager regularly checks work areas after business hours for security violations; such as unsecured files or
unattended computers with active sessions. 

This activity BEST demonstrates what part of a security program? 

A. Compliance management 

B. Audit validation 

C. Physical control testing 

D. Security awareness training 

Correct Answer: A 
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