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QUESTION 1

Providing oversight of a comprehensive information security program for the entire organization is the primary
responsibility of which group under the InfoSec governance framework?

A. Office of the General Counsel
B. Office of the Auditor

C. Senior Executives

D. All employees and users

Correct Answer: C

QUESTION 2

The exposure factor of a threat to your organization is defined by?
A. Annual loss expectancy minus current cost of controls

B. Percentage of loss experienced due to a realized threat event
C. Asset value times exposure factor

D. Annual rate of occurrence

Correct Answer: B

QUESTION 3

What are the common data hiding techniques used by criminals?

A. Unallocated space and masking

B. Website defacement and log manipulation

C. Disabled Logging and admin elevation

D. Encryption, Steganography, and Changing Metadata/Timestamps
Correct Answer: D

Reference: https://cisomag.eccouncil.org/challenges-and-applications-of-digital-forensics/

QUESTION 4

Devising controls for information security is a balance between?
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A. Governance and compliance
B. Auditing and security

C. Budget and risk tolerance

D. Threats and vulnerabilities
Correct Answer: C

Reference: https://www.cybok.org/media/downloads/cybok_version_1.0.pdf

QUESTION 5

As the new CISO at the company you are reviewing the audit reporting process and notice that it includes only detailed
technical diagrams.

What else should be in the reporting process?

A. Names and phone numbers of those who conducted the audit
B. Executive summary

C. Penetration test agreement

D. Business charter

Correct Answer: B
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