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QUESTION 1

What is the difference between encryption and tokenization? 

A. Tokenization combined with hashing is always better than encryption 

B. Encryption can be mathematically reversed to provide the original information 

C. The token contains the all original information 

D. Tokenization can be mathematically reversed to provide the original information 

Correct Answer: B 

Reference: http://library.ahima.org/doc?oid=104090#.X_dwWolR3eQ 

 

QUESTION 2

Which of the following can the company implement in order to avoid this type of security issue in the future? 

A. Network based intrusion detection systems 

B. An audit management process 

C. A security training program for developers 

D. A risk management process 

Correct Answer: C 

 

QUESTION 3

When deploying an Intrusion Prevention System (IPS), the BEST way to get maximum protection from the system is to
deploy it___________ 

A. In-line and turn on alert mode to stop malicious traffic. 

B. In promiscuous mode and block malicious traffic. 

C. In promiscuous mode and only detect malicious traffic. 

D. In-line and turn on blocking mode to stop malicious traffic in-line. 

Correct Answer: D 

 

QUESTION 4

The establishment of a formal risk management framework and system authorization program is essential. The LAST
step of the system authorization process is: 
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A. Getting authority to operate the system from executive management 

B. Contacting the Internet Service Provider for an IP scope 

C. Changing the default passwords 

D. Conducting a final scan of the live system and mitigating all high and medium level vulnerabilities 

Correct Answer: A 

 

QUESTION 5

Which of the following is MOST important when tuning an Intrusion Detection System (IDS)? 

A. Log retention 

B. Storage encryption 

C. Type of authentication 

D. Trusted and untrusted networks 

Correct Answer: D 
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