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QUESTION 1

You have a server named Serverl that runs Windows Server 2016. Serverl is located on the perimeter network, and
only inbound TCP port 443 is allowed to connect Serverl from the Internet.

You install the Remote Access server role on Serverl.

You need to configure Serverl to accept VPN connections over port 443.
Which VPN protocol should you use?

A. PPTP

B. L2TP

C. SSTP

D. IKEv2

Correct Answer: C

References: https://www.thomasmaurer.ch/2016/10/how-to-install-vpn-on-windows-server-2016/
https://www.lukasberan.com/2016/12/how-to-configure-sstp-vpn-on-windows-server/

QUESTION 2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some questions sets might have more than one correct solutions,

while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

Your network contains an Active Directory domain named contoso.com. The domain contains two domain controllers
named DC1 and DC2.

DC1 holds the RID master operations role.
DC1 fails and cannot be repaired.
You need to move the RID role to DC2.

Solution: On DC2, you open the command prompt, run dsmgmt.exe, connect to DC2, and use the Seize RID master
option.

Does this meet the goal?
A.Yes
B. No

Correct Answer: B
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There are 3 ways of transferring FSMO roles:

Using graphical user interface available on a DC or any server/workstation with Administrative Tools / Remote Server
Administration Tools installed.

Using the command-line tool called ntdsutil.

Using the PowerShell cmdlet Move-ADDirectoryServerOperationMasterRole.
References:
http://kpytko.pl/active-directory-domain-services/transferring-fsmo-roles-from-gui/
http://kpytko.pl/active-directory-domain-services/transferring-fsmo-roles-with-powershell/

http://kpytko.pl/active-directory-domain-services/transferring-fsmo-roles-from-command-line/

QUESTION 3

You have a Hyper-V host named Serverl that runs Windows Server 2016. Server 1 has a virtual switch Switchl.
Serverl hosts the virtual machines configured as shown in the following table.

Windows firewall on VM1 and VM2 is configured to allow ICMP traffic. VM1 and VM2 connect to Switchl.
You fail to ping VM1 from VM2,

You need to view the VirtualSubnetid to which VM1 connects.

Which cmdlet should you run on Serverl.

Hot Area:

Correct Answer:
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QUESTION 4

You have a virtual machine named VM1 that runs Windows Server 2016. VM1 is a Remote Desktop Services (RDS)
server.

You need to ensure that only TCP port 3389 can be used to connect to VM1 over the network.

Which command should you run on the Hyper-V host? To answer, select the appropriate options in the answer area.

Hot Area:

Answer Area

YHHame ¥M1 —Direction |T
Inbound
Cutbound

Add-VmNetworkAdapterAcl

Add-vVmNetworkAdapterExtendedAcl
Set-VmNetworkAdapter ;
Set-YmNetworkDaparterRoutingDomainhd:

—Action Allow —LocalPort 3389 —Protocol TCP —Weight 10

Correct Answer:

Answer Area

Add-VmNetworkAdapterAcl
Set-VmNetworkAdapier
Set-VmNetworkDaparterRoutingDomaini

‘Inbound
Cutbound

—Action Allow —LocalPort 3389 —Protocol TCP —Weight 10

PS C:\> Add-VMNetworkAdapterExtendedAcl -VMName "TSQAO0L" -Action Allow -Direction Inbound LocalPort "3389"
-Protocol "TCP" -Weight 10 -Stateful $True This command creates a stateful inbound ACL that allows a remote device
to connect to the virtual machine on port 3389, which is the port for Remote Desktop Protocol. References:

https://technet.microsoft.com/en-us/library/dn464289.aspx https://docs.microsoft.com/en-us/powershell/module/hyper-
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v/add-vmnetworkadapterextendedacl?view=win10ps

QUESTION 5

You have a server named Serverl that runs Windows Server 2016.
You need to install the DNS Server role on Serverl.

What should you run?

A. the dnscmd.exe command

B. the dns.exe command

C. the Install-Package cmdlet

D. the Enable-WindowsOptionalFeature cmdlet

E. the setup.exe command

F. the Add-WindowsPackage cmdlet

Correct Answer: D

Enable-WindowsOptionalFeature -Online -FeatureName DNS-Server-Full-Role

References: https://docs.microsoft.com/en-us/powershell/module/dism/enable-windowsoptionalfeature?view=win10-ps
https://blogs.technet.microsoft.com/teamdhcp/2015/12/04/how-to-deploy-windows-dns-server-on-nano-server/
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