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QUESTION 1

Your network contains an Active Directory domain named contoso.com.

The domain contains five domain controllers.

You have a branch office that has a local support technician named Tech1.

Techl installs Windows Server 2016 on a server named RODCL in a workgroup.

You need Techl to deploy RODC1 as a read-only domain controller (RODC) in the contoso.com domain.
Which three actions should you perform? Each correct answer presents part of the solution.
A. Instruct Techl to run the Active Directory Domain Services Configuration Wizard.

B. Create an RODC computer account by using Active Administrative Center.

C. Instruct Techl to run dcpromo.exe on RODC1.

D. Instruct Techl to install the Active Directory Domain Services server role on RODCL1.

E. Modify the permissions of the Domain Controllers organizational unit (OU).

Correct Answer: ABD

QUESTION 2

You have a standalone root certification authority (CA).

You have a new security policy requirements specifying that any changes to the CA configuration must be logged.
You need to ensure that the CA meets the new security requirement.

Which two actions should you perform? Each correct answer presents part of the solution.

A. From the Certification Authority console, modify the Auditing settings for the CA.

B. From the Certification Authority console, modify the Security settings for the CA.

C. From Local Group Policy Editor, configure auditing for policy change.

D. From the Certification Authority console, modify the Certificate Managers settings for the CA.

E. From Local Group Policy Editor, configure auditing for object access.

Correct Answer: CE

Audit policy change defines whether every incident of a change to user rights assignment policies, audit policies, or trust
policies is audited. Audit object access defines whether the event of a user accessing an object--for example, a file,

folder, registry key, printer, and so forth--that has its own system access control list (SACL) specified is audited.

References: https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/basic-audit-policy-change
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QUESTION 3

Your network contains an Active Directory domain named contoso.com.

Some user accounts in the domain have the P.O. Box attribute set.

You plan to remove the value of the P.O. Box attribute for all of the users by using Ldifde.
You have a user named Userl who is located in the Users container.

How should you configure the LDIF file to remove the value of the P.O. Box attribute for Userl? To answer, select the
appropriate options in the answer area.

Hot Area:

Answer Area

dn: g\g\,\ v
| CN=Userl, CN=Users, DC=c , DC=com

CN=Userl, OU=Users,
Contoso.com/Users/U

| Userl %\%

delete: postOfficeBox

Correct Answer:
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Answer Area

dn: /"'\/@“, v

| CN=Userl, CN=Users, 1X_=¢ , DC=com
CN=Userl, OU=Users, Qg ' oso, DC=com
Contoso.com/Users/U ]
.
Userl . \“fch‘s
:.'C_:'Hllf

delete: postOfficeBox

QUESTION 4

Your network contains an Active Directory forest. The forest contains one domain named contoso.com. The domain
contains two domain controllers named DC1 and DC2. DC1 holds all of the operations master roles.

During normal network operations, you run the following commands on DC2:
Move-ADDirectoryServerOperationMasterRole -Identity “DC2” -OperationMasterRole PDCEmulator
Move- ADDirectoryServerOperationMasterRole —Identity “DC2” -OperationMasterRole RIDMaster
DC1 fails.

You remove DC1 from the network, and then you run the following command:
Move-ADDirectoryServerOperationMasterRole —Identity “DC2” -OperationMasterRole SchemaMaster
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Hot Area:
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Answer Area

&
@ Yes No

DC2 holds the PDC e master operations role. o o

Statements

DC?2 holds the schema maste -,.-‘F'?

Currently, you d additional domains to the forest. o o

o
o

Correct Answer:

Answer Area @9

\G Yes No
\Qb |

DC2 holds the schema maste; «,,4..--{;"‘.I

Statements

DC?2 holds the PDC e master operations role. o | o

Currently, you d additional domains to the forest. o o

QUESTION 5

Your network contains an Active Directory domain named contoso.com. The domain contains the objects shown in the
following table.
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Serverl Computer OU1

Lseri Lser ouz

User2 User ou3 @

The domain has the Group Policy objects (GPOs) show

the fallowing table.

startup script: Script2A
utdown script: Script2B

; ;g Logon script: Script2C

GPO2 ouz

Logoff script: Script2D

GPO3 Startup script: Script3A
Shutdown script: Script3B
Logon script: Script3C

Logoff script: Script3D

GPO4 Contoso.com  Startup script: ScriptdA
Shutdown script: Script4B
Logon script: ScriptdC
Logoff script: SeriptdD

The domain has the Group Policy objects (GPOs) shown in the following table.

For each of the following statements, selects Yes if the statement is true. Otherwise, select No. NOTE: Each correct

selection is worth one point.

Hot Area:
Yes

If User1 signs in to Server1, Script

s_Q
P
yScript4C runs.

If User2 signs in to Server1

00O O
QO O

If User2 restarts Server1, Script3D runs.

Correct Answer:
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If User2 restarts Server1, Script3D runs.
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